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1. Introduction 
  
Driven by military requirements the goal of some nanotechnologists is to build the smallest, fastest 
weaponry (Chen: 2002: 2). Their effort is currently focused upon microelectromechanically enabled 
autonomous (MEMS) weaponry and self-replicating nanoassembler weaponry. Under the terms of 
Joint Vision 2020 the US administration, enabled by nanotechnology, plans to combine the navy, air 
force and army into a largely autonomous force (Adams: 2000:54). This force will operate as part of  
“the System of Systems” (Shelton: 2000:6, Tether: 2003:9), otherwise referred to as C41SR (see Fig 1 
below). The system[1] is proposed for operation within the next 15 years (Altman: 2004:63). The 
UK is engaged in a similar plan[2] Operation Watchkeeper scheduled for completion in 2006[3]
Advances are gathering pace so quickly that the weaponry is available to the military absent 
consideration of sage warnings (Wulf: 2004) or effective discussion of the legal consequences 
(Phoenix 2003;Harlan Reynolds 2002; Drexler 2004) Before perusing the implications of the novel 
weaponry for the rule of law it is necessary to go beyond the opaque acronyms and obscure language 
of the policy makers to describe the operational environment of C41SR and the weaponry that will 
operate therein. 
   

2. C41SR or “The System of Systems” 
  
The ubiquitous C41SR battle system must be imagined upon a scale, encompassing the heavens and 
the earth. C41SR will employ multimode data transport elements integrated into a store and forward 
network. The network will be self-managing under normal circumstances, in the event of failure or 
of attack damage. An elecronic interface will link autonomous agents to a distributed processing 
environment comprising many thousands of computers. There data will be autonomously exchanged 
and loads shared as required by a fluctuating force structure. Software agents will provide, fuse and 
filter information without user request (Protecting the Homeland: 2000:28) so that weaponry will be 
autonomously directed and fired at targets. Other autonomous weaponry outside the C41SR loop will 
be operational. It is intended to impart autonomy to all land and air combat vehicles (Nielsen: 2004) 
in a manner compatible with C41SR.  
  
A representation of C41SR illustrates the propensity for dominance of the autonomous computerised 
elements over the human elements of the system. 
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Figure 1 Diagram of C41SR, Protecting the Homeland, p30 [4]  
  

3. Microelectromechanically (MEMS) Enabled Autonomous Weaponry 
  
Science at the atomic scale has made it possible to construct for the first time in history weaponry 
that is truly autonomous[5] (Sparrow: 2002). Molecular particles are positioned with atomic 
precision to construct microscopic electronic circuits and mechanical devices (MEMS). MEMS 
combine electrical, mechanical, optical, chemical or biological components fabricated onto an 
integrated circuit. The whole gives rise to an integrated, hyper speed, super strong, super flexible 
system on a silicon chip (Nielsen: 2004, Gsponer: 2004).  
  
Thus constructed these systems are conjoined into nanoscale computers their size enabling them to 
be placed inside and interlinked with weaponry (see Appendix 1 for a list of some current and 
proposed MEMS enabled autonomous weapons) so that through their dexterity autonomy is 
conferred (Chen: 2002:2).[6]  
  

4. Self-replicating Nanoassembler Weaponry 
  
The Nanotechnology Research Bill passed by the US Congress in 2004 granted $30 billion for the 
research and development of nanotechnology. Much of this funding is directed at the development of 
the sef replicating nanoassembler. 
  
The self-replicating nanoassembler can be described as a microscopic factory that manipulates via 
microscopic conveyors and positioning devices atomic particles of basic chemical compounds so that 
they fuse, react and build into macroscopic constructs. Constructs of any size are feasible (Drexler 
1996:14). Molecular computers thousands of times faster than computers today will control 
molecules to assemble, for example tanks in a matter of hours. The materials required being no more 
than the base elements of matter; self-replicating manufacturing bases will guarantee unprecedented 
amounts of weaponry with a growth process similar to that of bacterial colonies (Gubrud: 2002:3).  
  

5. Doctrinal Shift 
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The movement towards the ubiquitous, largely autonomous C41SR and its complement of 
autonomous and assembler weaponry is facilitated by, and facilitates, the Bush Administration’s 
move away from the humanitarian principles of the Just War doctrine, towards those of digital 
militarism (Kellner: 2003:9). Digital militarism is inextricably linked to and its tendencies 
indistinguishable from those of Military Realism. Suspicious of employing moral concepts, for 
example justice, in the conduct of international affairs (Kellner: 2003:8), Military Realism and 
digital militarism entwine to promote power, security, the maximisation of self-interest and war as 
intractable facets of an anarchical world. For them (Walzer: 1995), international laws become 
redundant the moment they clash with the states fundamental interests in power and security 
(Kennan: 1954, Waltz: 1978, Bolton: 2002).  

  
Accordingly the Bush administration has rejected every arms control treaty it has been presented 
with while in 2002 it exercised its right to withdraw from the Treaty of Rome underwhich the 
International Criminal Court (ICC) was established[7]. These actions facilitated disengagement from 
legislation that would impede US determination to prosecute aggressive/preventive warfare, an 
offence under the Treaty of Rome, and from laws outlawing the kind of nanotechnological weaponry 
that would make the overt prosecution of such wars possible. The US has proceeded to elevate a 
mere option to strike first, unofficially available to powerful states, into a declaratory doctrine of 
aggressive/preventive war, illegal under the principles of jus ad bellum (Record: 2003:7). Hartung 
(2002) believes that the impetus for the open adoption of this allegedly illegal policy is the 
availability of high tech weaponry. If he is right then C41SR and its weapons complement present an 
unprecedented occasion for crime.  
  
The laws of war were designed to ensure that states are distinguishable from murderers but the US 
seems to have developed a pick and choose approach driven by an “if you’ve got it [autonomous 
weaponry] use it” mentality. Comments regarding the use of a MEMS enabled uninhabited 
autonomous drone to kill an inactive terrorist suspect[8] suggest this is so, 
  

“For the US administration an untraditional (asymmetric) enemy creates a loophole in the 
law that makes the laws of war a matter of interpretation, the rules of war are driven by the 
nature of the adversary and there are no rules”.[9] 
  

An asymmetric enemy is for the US one who does not posses weaponry equal to theirs in power and 
precision ie who does not posses nanotechnologically enabled precision weaponry. But the laws of 
war are not driven by the nature of the adversary in the sense that one can invent new categories of 
targets e.g. “asymmetric” or “unlawful combatants” and then make “pre – emptive” / preventive 
attacks upon them. One expert reminds, “The President of the US cannot invent new categories of 
criminal. There is no such thing in international law as an unlawful combatant, the law takes no 
cogniscence of asymmetry in this determination.” (Boyle: 2004). In Nyier’s report an illegal target 
and an illegal action are bizarrely legitimised for the aggressor by his own possession of 
nanotechnologically-enabled weaponry. “Net – centric principles are becoming the centre of gravity 
for war planners” (quoted by Moore: 2004). 
   

6. Proportionality and Discrimination 
  
The Just War principles of discrimination and proportionality will be challenged by the emergence of 
self-replicating nanoasembler weaponry. Assemblers and disassemblers (that is to say assembler 
technology in reverse) could, once released, inflict catastrophic damage to man and the environment. 
Disassemblers could separate atoms so that macroscopic structures disintegrate (Weiss: 2004:1). 
Phoenix (2004) believes that the greatest danger of this will arise if particles are spread from 
unmanned aerial vehicles, as proposed by their military use. Self-replicating bio chemical 
nanoassembler weapons that float unseen in the atmosphere are envisaged. These virus like 
microscopic machines will enter and travel through the human blood system (Forrest: 2003:7). Since 
nanoassemblers are expected to follow instructions and record linearly transferable information 
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(Weckert and Moor: 2003:3) nanoassembler weaponry will be able to record genetic information 
enabling identification and targetting of the enemy according to his ethnic extraction. This proclivity 
raises the spectre of genocidal acts contrary to Article 1 of the 1948 Convention on the Prevention 
and Punishment of Genocide, which article has been adopted by the International Criminal Court 
under Article 6 of the Treaty of Rome. 
  
Ironically at present it is only if assembler weaponry could be connected with genocidal acts that its 
use could be successfully challenged under the ICC. This is because though Article 8 of the Treaty 
bans weapons likely to cause unnecessary suffering or that are inherently indiscriminate, it does so 
subject to the politically expedient finding of the World Court[10], that it could not declare such 
weaponry unlawful per se (Robertson (2002:363). It may however be easier to mount a successful 
challenge to assembler weaponry than to nuclear weaponry since the former dependent upon the base 
elements of matter is less likely to remain the preserve of western states, this fact reducing the 
disincentive for the courts to issue a ban.   
   
There is evidence to suggest that the humanitarianly inspired principles of proportionality and 
discrimination are being abandoned by states in order to exploit the rapid, non-linear, chaotic effects 
and capabilities of nanotechnological weaponry,  
  

“The Department of Defense is re-evaluating approaches to precision strikes broadening the 
definition to emphasise the effects over specific platforms or weapon systems…” (Keeter: 
2004:1). 
  

In 2003 during the Iraqi conflict in order to legitimise, and to physically enable, the capitalisation of 
full weapons capability the definition of “precision strike” was changed from one with a target error 
of 1-200 metres to a strike impacting anywhere within a “CAS[11] Box” (Keeter: 2004:2). Since 
there are no formal limitations upon the area of a “CAS Box” it is possible that strikes within them 
extend the effects of weaponry beyond that acceptable under the principles of discrimination and 
proportionality under the 1977 Amendment to the Geneva Protocol. Article 57 (2) (a) (i) states, 
  

“Those who plan or decide upon an attack shall: Do everything feasible to verify that the 
objectives to be attacked are neither civilians nor civilian objects …” 
  

Article 57 (2) (a) (ii) goes on, 
  

“Those who plan or decide upon an attack shall: Take all feasible precautions in the choice 
of means and methods of attack with a view to avoiding and in any event minimising 
incidental loss of civilian life, injury to civilians and damage to civilian objects”. 
  

CAS Boxes of unlimited area, designed and applied “on the fly” (Keeter: 2004:2), that is to say in 
immediate response to the dynamics of battle at hyper speed, without consideration by commanders 
and their legal advisors, do not by nature admit the level of care required in targeting by the Geneva 
Protocol.The Pentagon has declined to comment on the redefinition of “precision strike” (Keeter: 
2004: 2). This reluctance may reflect a desire to avoid addressing the likelihood that CAS Box 
“precision strikes” imply an unacceptably high risk of indiscriminate and disproportionate damage. 
  
Schmitt (2003)[12] attempts to explain the disinclination of states to address the widening effects of 
“precision weaponry” by blaming the wording of the 1977 Amendment to the Geneva Protocol.  He 
suggests, implausibly, that Article 51 defines an indiscriminate weapon as one that in layman’s terms 
is “tough to aim”[13] and therefore high tech weaponry, assumed to be easily aimed, is outside the 
sanction of the Protocol. Schmitt’s solution[14], preferred by the US Administration is that lawyers 
refrain from considering collateral damage caused by precision weaponry in a criminal context at all, 
that they consider it instead from a risk/compensatory perspective. Quite apart from the fact that 
Article 91 of the 1977 Amendment to the Geneva Protocol of 1949 already provides that states shall 
“where the case demands” pay compensation for wrongful acts, this proposes a dangerous 
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manipulation of the laws of tort. The link between wrongful actions on the battlefield and the 
deterrent of the criminal law would be cut, the rights of the victims to criminal justice reduced only 
to those of compensation. But from the evidence of CAS Box targeting nanotechnoligally enabled 
“precision” weaponry is so “tough to aim” on the battlefield that for effectiveness it requires a target 
area more expansive than any either previously envisaged or possible. The facts looked at in light of 
the Protocol and even accepting Schmitt’s interpretation of Article 51 suggest that nanotechnological 
“precision weaponry” falls squarely within that prohibited by the Protocol. 
  
On a hypothesis that evidence of the kind looked in this paper leads to the conclusion that the use of 
nanotechnological weaponry inevitably leads to the commission of war crimes is there anything that 
can be done to remove the weaponry from the field? Article 8. (xx) of the Statute of Rome contains 
good news and bad news. First the bad news; the ban placed by the ICC on weapons and methods of 
warfare “ which are of a nature to cause superfluous injury or unnecessary suffering or which are 
inherently indiscriminate” (all of which description applies to nanotechnological weaponry) is 
expressed “within the framework of international law” – which framework, thanks to a confused 
ruling by the World Court [15] , does not regard them as illegal per se. But the paragraph goes on to 
say, and here is the good news, that the ban will apply if they subsequently become subject to a 
“comprehensive prohibition” which is then incorporated in the Statute at its seven-year review (due 
in 2009). Article 8 then provides a nexus for the evidence against nanotechnological weaponry and 
the force of the humanitarian laws of war. What remains for lawyers to mount a convincing 
challenge to nanotechnological weaponry is that they eschew a traditional disinterest and reluctance 
to interfere in matters military (Casebeer:2001), look at the evidence and bring it to bear through 
Article 8 (xx) [16] .  
  
There are however, seemingly smaller, yet less surmountable obstacles. States are currently locked in 
disagreement over definitial issues associated with nanotechnological weaponry. NATO documents
[17] reveal confusion and disagreement as to the meaning of  “control of weapons” or “fire control”
and even as to what “autonomous” in the context of weaponry means. It is hard to see how the law 
can be brought to bear when the definitions of central phrases, roles and responsibilities are 
uncertain. Such issues often masquerade as surrogate for a deeper struggle. Interestingly the US 
Presidential Review Directive calls for an Interagency Working Group on the matter of clarity but 
fails to call for a comprehensive lexicon.[18]   
  

7. Command Responsibility and Nanotechnological Weaponry 
  
At another level Nanotechnological weaponry erodes the possibility of prosecution for actions that 
are contrary to the laws of war. The Just War principle of command responsibility depends upon the 
existence of a command structure (Henden: 2003: 2). Gyllensporre (2003:20) and Adams (2000) 
believe that autonomous systems such as C41SR and the weaponry associated with it will flatten out 
the hierarchical and decision making structure of the forces upon which responsibility ascription 
depends. Additionally nanotechnological weaponry implies warfare at hyper speed, ie nine times 
human response time, so that human command responsibility will be impossible. Developers deny 
this, for example 
  

“The Integrated Tactical Aircraft Control (ITAC) program is based on the hierarchy of 
military command and control for human forces with a single (automated) Package 
(squadron) Leader and multiple Package Followers.”  

(US Air Vehicles Directorate Control Systems Development Branch: 2004). 
  

But the Package Leader, in our terms squadron leader, is not human and any manned vehicle flying 
with the package “is treated as another data source, not included in planning functions and is not 
issued commands by the Package leader’s software”. In the event of malfunction or combat damage 
control will follow an order of succession algorithm to another autonomous Package Leader. This 
places all humans, except a terrestrially based human controller (of questionable ability), or one 
onboard the Package Leader, outside the command structure.  
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8. Mens Rea and Nanotechnological Weaponry 
  
Autonomous weapons that can enter buildings to search and and kill are under development (Tether 
2004:4). Eighteen will be in Iraq by April 2005 (Almond (2005). This is lower end autonomous 
weaponry[19] operable through a laptop from less than half a mile away. It belies the nature of the 
weaponry envisaged by C41SR. Directed from space by remote systems, for at hyper speed it is only 
those that will be able to respond to it, this weaponry will be truly autonomous.  

  
“They will kill without pity or remorse. Historically only about 1% of soldiers in real 
war are like that. They [the 1%] are sociopaths… Suppose an autonomous robot has 
a crowd of people before it. Could it distinguish someone maybe a woman or a child 
who approach asking for food from someone carrying a hidden weapon? Sometimes 
these things come down to gut instinct. I don’t know how that is taught to a 
machine.”(Almond: 2005).  

  
Case law looked at in light of such testimony graphically illustrates the unpreparedness of the laws 
of war for actions undertaken by autonomous weaponry. In Calley[20] the court held, 
  

“Military effectiveness depends upon obedience to orders. On the other hand the obedience 
of the soldier is not the obedience of the automaton. A soldier is a reasoning agent, not a 
machine, but a person. The law takes this into account in assessing criminal responsibility for 
acts in compliance with illegal orders”. 

  
In Imra Finta [21]The Canadian Supreme Court elaborated upon what constitutes a manifestly 
illegal order[22]. 
  

“It is … not unlawfulness detectable only by legal experts that is the important issue here, 
but an overt and salient violation of the law that stems from the order itself…unlawfulness 
that pierces the eye and agitates the heart, if the eye be not blind or the heart corrupt”. 
  

In law then a “manifestly illegal order” becomes such having been channelled through the moral and 
emotional sensibilities of the actor. This is irreconcilable with the cognitive nature of autonomous 
weaponry. Developers claim to be building weaponry that can  “ encompass real – world integration 
issues and operational concerns”, (US Air Vehicles Directorate Control Systems Development 
Branch: 2004). Joint Vision 2020 stresses that the capability of the “system of systems” rests upon 
the quantity and quality of the data it gathers and upon its ability to process that data into 
information. However “…humans grow into the position of being moral agents by socialisation, 
enculturation, and learning” (Stahl: 2004b: 70). Computers have no social existence from which to 
form a sense of meaning. Algorithms cannot decide which data is relevant to the construction of 
morally informed action. Stahl (2004b: 81) concludes that there is no reason why computers may not 
in future become moral agents but that it will not be soon. 
  
Instrumentalists counsel calm, that a weapons system can never constitute more than the tool of its 
military master with whom responsibility must always reside. Joint Vision 2020 repeatedly refers to 
“the system of systems” as a “tool”. Consider however Deep Blue, it discovers and executes moves 
evident in retrospect only to human beings (Dennet: 1996). For Dennet Deep Blue’s behaviour is 
explicable by attributing to it sufficient beliefs, desires, cognitive and motivational states and 
rationality to decide a course of action. Dennet contends that these equate those required to perform 
a legally prohibited action[23]. Allen et al 2000 (cited by Stahl: 2004a: 80) believe that computers 
can make moral statements and implicitly understand moral meanings.  If C41SR is a member of that 
family to which Deep Blue belongs how far is it from possessing something approximate to mens 
rea? 
  
If responsibility at length lie solely with the system to where does one turn in the event of actions, 
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which if carried out by human agency would attract the sanction of the criminal law? (Beusmans: 
2001). The answer may lie in Yamashita[24]. There the court found the defendant guilty of war 
crimes on the ground that he had failed to exercise due diligence in his command responsibility 
despite the reality that command was impossible due to the destruction of its means. The finding 
amounting to one of strict liability (Osiel: 1998: 85) is now effectively codified in Article 86 (2) of 
the 1977 Amendment to the Geneva Protocol and in Article 28 of the Statute of Rome[25]. The 
Hague Tribunal has indicted Karadzic and Mladic on the basis of Yamashita. If the capabilities and 
activities of C41SR and the weaponry associated with it do in fact negate the presence of mens rea 
and the possibility therefore of human defendants, whose prosecution after all is the lifesblood of the 
humanitarian laws of war, then dispense with the requirement of mens rea. Justice Stewart [26]
dissenting found the majority judgement in Yamashito unfair. But if as the Pentagon appears to 
believe, all is fair in love and war, we like the characters in Orson Welles War of the Worlds cannot 
afford to pull punches in defence of humanity.  
  

9. Conclusion 
  
This paper has looked beyond the bugle blowing and platitudes of Joint Vision 2020 through which 
the world was introduced to the net centric doctrine of warfare to provide an understanding and 
explanation of the reality and effects of the nanotechnological weaponry to which that doctrine has 
been tailored. It seeks to provide non-military lawyers with some idea of the nature of 
nanotechnological weaponry so that they may work from the outside to force a reconciliation of the 

capabilities of the 21st century military with humanitarian laws of war. At least having looked at the 
facts it may not then be said, with complete impunity, of that effort that it “implicitly denies the 
distinctiveness of the military situation” and is “uninformed by concrete knowledge of military 
life.”[27]  
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Appendix 1. 

  

Some Current Applications of Microelectromechanical Systems in Autonomous Weapon 
Systems@www.Stanford.edu/classes/cs201/Projects/autonomous-weapons/html/curtec, last 
accessed 01. 2004. 
.    
1.The Aegis system is designed as a total weapons system from detection to kill. At its heart is 
AN/SPY-1 an advanced, automatic detect, track, multi-function phased-array radar. Using 4 
megawatts the radar can simultaneously search, track and attack up to 100 targets at once. 
2.The Phlanx system is a terminal defence anti-ship weapon .It can engage cruise missiles and fixed 
wing aircraft at short range. Among its functions is the ability to autonomously search, detect, 
evaluate, track, fire, kill and cease-fire. 
3.Cruise missile systems specifically the US navies AIM-120A Advanced Medium Range Air-to Air 
Missile (AMRAAM) and the AIM-9 Sidewinder. These systems are currently installed in the F-15 
and the F-16 fighters. 
4.Thirsty Sabre is a cruise missile that flies to a programmed area as wide as several square 
kilometres, conducts its own smart search for targets, drops munitions on them and then goes in 
search of new targets 
5. Predator MQ-1s and B(MQ9).[28] 
6.The Boeing X-45A UCAV (an unmanned, heavily armed stealth combat vehicle). 
7.The Boeing X-45C UCAV (also an unmanned, heavily armed stealth plus ability to carry two 2000 
pound bombs) 
8.The Boeing X-45B UCAV (unmanned, sight defying and of higher fidelity than the previous two 
models). 8.F-16 style UAVs. 
9.The proposed diminutive Future Combat System (FCS) i.e. a group of air and ground craft some 
unmanned the combined weight of which will be less than 20 tons. The system is being developed by 
Boeing and comprises part of the overall military project for a lightweight force called Objective 
Force. The low weight will enable transport of the entire group inside a C-130 transport plane 
(Hawkins 2003: 61). 
6.DARPA has developed an autonomous hunt and kill system purely for up close urban warfare. The 
system will be able to enter buildings in order to locate its targets- the system is as yet unnamed 
(Tether: 2004:4). 
   
Some Proposed Applications of MEMS enabled Autonomous Systems@ 
www.Stanford.edu/classes/cs201/Projects/autonomous-weapons/html/curtec (last accessed 01. 
2004). 
   
1. . Mini nuclear fission bombs using MEMs technology for use in space and for deep penetration of 
the earth, (Tamsett 2003; Gsponer 2002,Nelson 2001;Drell 2003;Vijai 2001). This would circumvent 
the Nuclear Non-proliferation Treaties. 

  
2.Research is well under way for the construction of the Robust Nuclear Earth Penetrator to enable 
high yield fission triggered B61and B83 nuclear warheads to strike at targets deep under ground. 
This would similarly circumvent the above-mentioned treaties. 
  
3.The Navy is engaged in its Smart Ship Program to replace personnel with technology. The crews 
of 27 CG 47 Ticonderoga- class cruisers have been reduced by a third. The older destroyers e.g. the 
DDG 51 Arleigh Burke class have also had their crews reduced by a third while the new DD-21 
destroyers are operational with crews of 95. 

  
4.It is envisaged that MEMS will enable the “liberation” of manned surveillance and attack radar 
systems (AWACS and JSTARS), (Barry and Zimet: 2001:1). 
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5.DARPAs UCAV-N program scheduled for 2008,larger than the X-45s, 4000lb payload and a 
radius of 650 nautical miles. This model may incorporate the Canard Rotor Wing allowing landing 
and takeoff like a helicopter, transformable to a jet-powered wing for flight. 
   
Footnotes 
  
[1] The concept of a weapons system was developed by the US airforce in the 1950`s. At one level the weapons system 
is a piece of hardware consisting of the delivery platform (an aircraft, tank, missile launcher or ship) and the weapon (a 
munition such as a bomb, warhead or shell and it`s delivery means such as a gun, missile, torpedo or rocket) – combined 
with the means of command and communication. It is also a technology, a body of interrelated knowledge and a set of 
linked techniques, all needed to develop, produce and operate the hardware. (Kaldor: 2003: 4 07).  
[2] In order to gain gain some idea of the approaches taken to the autonomisation of warfare by the US, the UK and other 
European countries one could do much worse than to read the ver batim report of an unnamed select committee @ 
www.parliament.the-stationery-office.co.uk//cm2002203/cmselect/…/uc9302.ht. The meeting took place on Jan 28, 2003 
at the House of Commons. Among those in attendance, were David Gompert Vice President of the RAND Corporation 
and Bill Robins, Director of Advanced Concepts, C41SR Group, BAE Systems. 
[3] Hansard dated November 3rd 2003 notes that Operation Watchkeeper covering imagery and support specifically for 
nanotechnologically enabled unmanned combat aerial vehicles is scheduled for 2006.  
[4]  Taken  from  Protecting  the  Homeland,  Report  of  the  Defense  Science  Board  Task  Force  on  Defensive  Forces 
Operations, 2000 Summer Study Vol 2 @www.politrix.org/foia/unsorted/dio.htm, diagram no. 12 in that text, p.29.This 
may also be accessed @www.acq.osd.mil/dsb/dio.pdf 
[5]  For  a  working  definition  of  autonomous  weaponry  see  History  and  Development  of  Autonomous  Weapons 
@http://www-cse.Stanford.edu/classes/cs201/Projects/autonomous-w… 
 Autonomous weapons are there defined as those weapons that have the capability of functioning at some level without 
human input or supervision. They must be able to 1. Identify threats and targets. 2. Determine what course of action to 
take when the target is identified.3. Aim, fire and reload without human intervention.  
[6] See @A tutorial of MEMS Micro Fabrication Techniques @ http://home.earthlink.net/-trimmers/mems/tour.html 
[7] Established under the Rome Statute on July 17, 1998, coming into being when the final few siagnatories signed on 
April 11, 2002. The statute allows states to withdraw under Article 127. 
[8] The killing of a suspect in lieu of arrest when that suspect does not present an immediate threat is illegal. See Ireland 
v. UK, ECHR, 1996. 
[9] Nyier A (2003) Death by Predator, The Ahram Weekly, Nov 20th 2002. 
[10] Opinion delivered by the International Court, July 8th, 1996 in response to the request by the UN General Assembly 
for clarification as to whether the use of nuclear weapons was legal. 
[11] CAS is the acronym for “collision avoidance box”. 
[12] Schmitt. M (2003), Ethics and Military Force: The Jus in Bello, speech delivered to the Carnegie Mellon Council on 
International  Affairs.  The Mellons which family also  founded the US Company Gulf  Oil  founded Carnegie Mellon 
University. Family members are prominent advisers to the Bush Administration.  
[13]Article 51 (4) may with respect be read as implying nothing of the sort. The Article actually states, 
 Indiscriminate attacks are prohibited. Indiscriminate attacks are: (a) Those which are not directed at a specific military 
objective;  (b)  Those  which  employ a  method  or  means  of  combat  which  cannot  be  directed at  a  specific  military 
objective; (c) Those which employ a method or means of combat the effects of which cannot be limited as required by 
this  Protocol; and consequently are of a nature to strike military objectives and civilians or civilian objects without 
distinction. 
[15] See note 32. 
[16]  The  ICC claims universal  jurisdiction so that  even states  that  are  not  signatories  are  subject  to  its  orders.See 
Osiel,p.304  and in general. The US has indicated that it will use force to release any of its men arrested under ICC 
jurisdiction any where in the world, see Bolton @www.cfr.org/public/pubs/criminalcourtCPI.html 
[17] NATO Air Defence Committee, Proposal (PL) N 1603 – 001 – AUTONOMOUS OPERATOIRE AUTONOME, 
2nd Dec 2003. 
[18] Protecting the Homeland, Report to the Defense Science Board Task Force on Information Operations, March 2001. 
[19] Roth defines computerized weaponry on a scale. At the lower end are those under Direct Operator Control, these are 
controlled by human operators who are in some physical contact with the weaponry. Following these are Teleoperator 
controlled autonomous weapons where the weapon is controlled by a human at a distance (reported by Almond). Next 
are autonomous weapons that operate under Preprogramed Operation. These are programmed to perform a task and 
follow a set of orders independently. Lastly are those operating under Structured Control in conjunction with artificial 
vision or sensor systems that respond to environmental stimuli? These are the kind envisaged by C41SR This listing is 
taken  from  an  article  entitled  History  and  Development  of  Autonomous  Weapons  @www.  -
Cse.Stanford.edu/classes/cs201/Projects/autonomous-w 
[20] US v Calley, 48 C.M.R. 19 (1973) 
[21] Supreme Court of Canada, 1990. 
[22] The defence of following orders is available regarding  an illegal order. The defence is not available regarding a 
manifestly illegal order. 
[23] Cambridge Dictionary of Philosophy, 1995, p.482. 
[24] Re Yamashita, 327, U.S.1 (1946). 

Page 12 of 13The Wild West: Nanotechnological Weaponry and the Rule of Law on the Battlefield

27/04/2005file://C:\unzipped\biletapapers\carrollMayer.htm



[25] Military commanders will be responsible for atrocities commited by their forces if  they knew or should in the 
prevailing circumstances have known of the unlawful behaviour… but failed to take reasonable measures to stop or 
punish them. 
[26] Justice James Stewart was the James Stewart of Hollywood fame. 
[27] James Hirschorn, The Separate Community: Military Uniqueness and Servicemens Constitional Rights, 62 N.C.L. 
Review, p. 208. Quoted by Mark Osiel in Obeying Orders, p.10, London, 1999. 
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