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1. Introduction 

  
Over the past decade, autonomous agents have become  an increasingly mature technology to collect 
data over the internet. Intended originally for commercial purposes, e.g. comparing prices on internet 
auction sides on behalf of their owners, submitting offers or forming strategic alliances to benefit 
from bulk discounts,  the same attributes that make them suitable in the commercial sector have 
recently also attracted the interest of police forces worldwide. Using agent technology for the 
collection of evidence on the internet is increasingly  becoming the new paradigm for the policing 
cyberspace, and is sold as  the last best hope to cope with the overwhelming amount of data 
produced online. The implications, both for civil liberties and the law of evidence, are considerable. 
First, it has the potential  to change dramatically the  numerical relation between law enforcement 
officers and citizens. Second, traditional evidentiary safeguards, e.g. prohibitions against entrapment 
or illegal searches,  might either not apply in law to autonomous agents, or might be inapplicable due 
to the technological features of this technology (e.g. the ability to self-destruct when detected)  
Third, agent technology allows to “outsource” police work to private parties, increasing the problem 
of evidential safeguards. This paper will present briefly the technological parameters of agent 
technology in criminal investigations and point out some of the implications for due process and 
civil liberties. In the second part, we propose an amendment to certain formal language for agents 
that allow them to “understand” some of the legal safeguards that regulate offline evidence 
collection. Hohfeld’s schema of rights and duties has already been used to teach autonomous agents 
basic features of private aw. The focus in the past was however on the right-duty relation, leaving the 
other categories unused. we will show how the concepts of “liberty” and “privilege” can be formally 
represented in an agent programming language, and the potential they have for preventing evidence 
collection by virtual police officers that  would be deemed inadmissible when carried out by a real 
life officer 
  
Debates on the legal status of autonomous agents typically centre on the question whether they are 
“persons” in the sense of private law, that is entities that can enter legal transactions and incur 
liability.[1] This interest reflects the most common use of autonomous agents as facilitators of e-
commerce. One common concern has been whether traditional private law concepts, and in 
particular traditional intentionalist language, still “fit” to a world where interactions between 
machines without direct human supervision have become possible. Since autonomous agents don’t 
have a mind, can there be the “meeting of the mind” as required traditionally for the validity of a 
contract?  If not, should we disallow machine made contracts, abolish the intentionalist vocabulary 
of private law, or create a sui generis law for autonomous agents? Or should we conversely assume 
that because autonomous agents behave like humans for the purpose of contractual negotiation, we 
should ascribe to them these mental states and avoid any need for legislation? 
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This debate has now reached a considerable amount of maturity.[2] Looking back, it appears that 
initial concerns over the conceptual problems caused by agent technology for legal practice were 
overstated.  The law of agency and its associated liability regimes proved flexible enough to allow 
for equitable solutions for most scenarios. While philosophical concerns over the nature of juridic 
acts continue to provide interesting material for jurisprudential speculation, the conversion of interest 
in economic practice meant that the acceptance of computer mediated contracts was a forgone 
conclusion. “Seller” and “buyer” (or injured party and injuror) aren’t natural kinds with mutually 
exclusive membership. The cooperative aspect of private law and the commutability of legal roles 
mean that there is no identifiable group that would benefit from a prohibition of extending e.g. the 
law of agency to autonomous agents. 
  
However, there are other, non-commercial uses of agent technology that raise legal questions outside 
private law, and it is here that the debate may resume with a vengeance. One such application is the 
use of agent technology for the detection of crime and the collection of evidence by law enforcement 
agencies. “Intelligence led policing” is premised on the collection of all available data, something 
not too different from a commercial agent collecting information on cheap offers.[3] As we will 
discuss in detail later, autonomous agents might for instance analyse websites for illegal content, 
freeing up the time of police officers who currently do this manually. Here, the conditions that 
allowed solutions in a commercial setting aren’t operative. The law of agency doesn’t provide a 
suitable blueprint – a police officer cannot normally confer his rights and duties to a third party and 
ask her to  act on his behalf, unless there is a specific statutory provision.[4] Police officers are often 
endowed with certain rights not available to ordinary citizens – for instance the right to search 
premises provided they have a warrant. On the other hand, they might be under legal obligations that 
go beyond of what is required of ordinary citizens. This could be more stringent rules on data 
protection, or a duty to act on knowledge of criminal activity. Some of these rights and duties may be 
formulated in the same sort of intentionalist language that we encountered in contract law. There 
might be for instance a condition of “reasonable suspicion” to trigger a right to carry out searches, or 
an exclusions of evidence obtained using “deception”. Not only does this rule refer to a relevant state 
of mind of the investigating officer, it also uses the sort of vague concepts like “reasonable” which 
are not   straightforwardly implemented in programming code. Unlike in private law, these special 
rights and duties that people have in virtue of their public law function create relatively fixed, 
mutually exclusive interest groups, e.g. “state” vs. “citizen”. For the police, autonomous agents used 
as in the above example should ideally have all the rights of a police officer – and maybe not all of 
his duties. For the suspect (or anyone concerned about civil liberties), the agents should have at least 
the duties of a normal police officer, but possibly not all his rights. These two positions are not as 
easily reconcilable as those between buyer and seller in a private law context, and might require 
explicit decisions by the legislature. This is the final complicating factor. In private law, and contract 
law in particular, international convergence of economic systems has resulted in partial convergence 
between private law regimes, and universally recognised concepts like the ones enshrined in 
international contract law conventions can be used as basis for general discussions of agent 
technology. In criminal law and the law of evidence, substantial cultural differences continue to 
shape radically different legal regimes. It is therefore impossible to answer in any generality if 
provisions in the law of evidence are compatible or incompatible with the use of autonomous 
computer agents as criminal investigators. This requires detailed studies of national legislation, and 
the results would be of limited interest to anyone not working in this jurisdiction. This paper 
therefore only tries in its legal part to identify some potential problems, in an intentionally 
unsystematic and incomprehensive way.  

2. Autonomous agents – a very short introduction 

  
 Artificial intelligence pursues the twin goals of understanding human intelligence and of producing 
intelligent artifacts. Autonomous agent research mirrors this twin objective, as a test bed for theories 
of human cognition and as paradigm for application design.  An autonomous agent  is a system 
situated in, and part of, an environment. It  takes in sensory data from this environment,  and acts on 
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this information in pursuit of its own agenda, which may extend over longer periods of time.[5] In 
biological agents, these agenda are the result of needs, desires and urges hat evolve over generations; 
in artificial agents the drives are built in by its programmers. The agent also acts in such a way as to 
possibly influence what it senses at a later time. In other words, it is “structurally coupled” to its 

environment.[6] Here we are concerned with autonomous software agents, designed for specific 
tasks, and ‘living’ in real world computing systems such as operating systems, databases, or 
networks. The different definitions and technical approaches to autonomous agents technology have 

resulted in a division of labour, which can be visualised in the following diagram[7]:  

 
  
When lawyers speak about autonomous agents, they typically mean task specific software agents. 
From the AI perspective however, agents are software programs that  are (1) autonomous and pro-
active, (2) may be mobile, (3) are capable of communication with other agents, (4) are capable of 
interaction with the outside “world,” and (5) are most often intelligent (meaning that they may be 
capable of learning, have knowledge, can perform complex tasks, and can reason about and with this 
knowledge).[8]  “Humans” are of course the most obvious examples of an “autonomous agent” 
under this definition.. An agent (either human or artificial) has its own environment, consisting of 
other agents and a  world which may or may not be material.. From a Computer Systems perspective 
an agent is often considered to be just a process, a piece of running code comprising of  data and 
state.[9] Research in both AI and CS tries to develop  support for agents, through appropriately 
designed agent platforms or agent operating systems,  and to increase their usefulness though 
appropriate agent communication languages tat allow them to reason, argue, negotiate, leran and 
adapt. 
  
In the next part, we describe briefly three applications of agent technology in crime investigations. In 
the final part, we indicate some of the potential issues that these technologies raise, focussing on 
legal regulation of “entrapment” and “deception”.  
  

3. Poirot, Flambeau and Chatnannies 

  
In this paragraph, we briefly introduce three projects to develop agent technology to assist law 
enforcement agencies. we start with the most developed (and least ambitious) project, and finish with 
a more speculative, very ambitious and legally highly problematic example. 
  
3.1 FF POIROT 
  
It is estimated that the EU loses hundreds of millions euro per year due to financial fraud.  FF 
POIROT (financial fraud prevention oriented information resources using ontology technology) is a 
large EU fifth framework project follows in the detective star Hercule Poirot’s footsteps to provide 
law enforcement agencies with a novel approach to address the challenge presented by financial 
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fraud. The goal of the project is to build a detailed ontology in the financial fraud domain of 
European Law, preventive practices and knowledge of the processes of financial fraud within the 
European Union. While the FF POIROT approach is not generically tied to agent technology, one 
member of its user group, the Italian stockmarket authority CONSOB, intends to use the results to 
improve its Web spidering approach to the identification of websites unlawfully soliciting 
investment services. The procedure currently used by CONSOB is based on a keyword-based search 
on the Web, using search engines such as Alta Vista and Google, and also some meta-search 
engines. Choice of keywords is based on experience acquired during normal supervisory activity of 
the office. Websites that are of potential interest are identified are identified through a pre-defined 
sequence of 100 keywords that are searched simultaneously on the internet. The results are 
statistically analysed and ranked, in a procedure that replicates a back propagation neural network. 
The proposed ontology will model typical fraud patterns, automating and improving the search for 
illicit material. Autonomous agents are going to crawl the web, identify those websites that a) 
instantiate typical patterns of illicit solicitation (e.g. by using a name that is similar to, bit not 
identical with an established and legitimate bank) and b) fall within the jurisdiction of CONSOB. 
The second condition requires to model legal knowledge in addition to typical fraud patterns. Some 
comments on the legal environment and the modus operandus of these scams are necessary. The 
main offence CONSOB is interested in this context is illicit solicitation. Unlike other forms of fraud, 
unlawful solicitation of investment services is an “inchoate” offence – the law is violated even if 
nobody responds to the offer.  It is not necessary to prove intent to defraud, or actual economic loss. 
This means that normally, it is sufficient to establish that the publicly accessible part of the website 
offers certain products without the proper licence. At the same time, the nature of this crime makes it 
necessary for the perpetrator to be very open is their approach. After all, their main selling point is to 
pretend to be a bona fide financial institution, and making it difficult for customers to access 
information on the site would arouse suspicion.  This makes this sort of crime different e.g. from 
Nigerian investment scams, which seem to involve the victim in underhand activities which make 
confidentiality and secrecy plausible. Nonetheless, it might be necessary sometimes to obtain 
customer passwords or supply credit card details to access parts of the website that contains relevant 
information. Recently, the illicit content is hidden on websites inaccessible for the public. Spam 
emails are then sent out with a password for these sites. In response to this variation of the scam, the 
ontology will also support a “spam agent” that acquires passwords send out this way and investigates 
subsequently the offending websites. This distinction is possibly of evidentiary significance. While 
in its first role, the agents is exactly what is claims to be – a visitor to a website, in the second 
application, the agent poses as client and  an element of deception is involved.   
  
3.2 Flambeau  
  
Flambeau takes up the theme set by POIROT, and extends it to another application, the identification 
of websites that offer pirated music, films and software.  It started life as a student project at 
Edinburgh University School of Law, and is now being taken forward and developed for 

implementation at the Autonomous University of Mexico.   According to recent statistics[10], Latin 
America holds second place in piracy in the world. Mexico plays one of the major roles; its 
participation level is considered to be approximately 56%. It has been also estimated that about 

US$180 million dollars have been lost in Mexico because of piracy. The Mexican Penal Code[11] 
states that it is a criminal offense to “produce, manufacture, import, sell, store, transport, distribute or 
rent works protected by the Federal Act of Author Rights, if these acts are committed intentionally, 
at a commercial scale and without the entitled rights authorization”. As this short quote indicates, the 
task of the investigator is somewhat more complex than the one encountered by POIROT. Mere 
solicitation might not be sufficient unless it can be proven that the seller was at least in the 
possession (storing) the product. Ideally, a completed transaction can be proven; otherwise, only 
prosecution for attempt may be possible.  While the buyer might not technically violate the law, he 
will be in little doubt about the “dowdiness” of his business partner and be complicit in his crime.  
Consequently, providers of obviously illegal content will be much less forthcoming in putting 
incriminatory information on the website, and move websites frequently from provider to provider. 
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Solicitation might happen on sites other than the one that stores the illegal content, and online 
payment on a third. This means that in addition to more complex knowledge about indicators for 
illegal activity, Flambeau also has to behave more like a spy than a detective, and requires additional 
degrees of deviousness. It should behave in many respects like a commercial autonomous agent, 
enter into and complete the transaction.  In more traditional terms, the agent performs a sting 
operation. It might also be necessary to establish “trust” over extended periods of time, by entering 
initially legal transactions or even some constituting minor violations, before getting access to more 
substantial pirated material. 
  
3.3 Chatnannies 
  
One of the methods currently employed to detect paedophiles “grooming” victims in internet chat 
rooms is for police officers to pose as teenagers and to participate in these online interactions. This is 
a highly resource intensive activity, with little hope of achieving anything like comprehensive 
coverage of chatrooms. Moreover, it is left to the “gut instinct” of the investigating officer to 
distinguish suspicious from harmless posters. The first of these problems has been addresses 
especially in the US by “outsourcing” this activity to groups of private citizens. They establish more 
or less close co-operation with local police agencies, which often supplies them not just with lines of 
communication, but also things like report forms, which are intended to report the incident in a way 
that withstands scrutiny in court.  This too creates problems. In addition to coming dangerously close 
to vigilantism, it also might attract the very people as members it tries to detect and furnish them 
with an excellent excuse should they get caught. 
  
On the 6.4.2004, the New Scientist reported of a new approach to this problem, which would 
effectively replace the investigating officer by an autonomous agent. The bots, developed by John 
Wightman, are claimed to be able to put on a convincing impression of a teenager who participates 
in a chat room conversation. They source autonomously the relevant information from the internet, 
and the ensuing randomness ensures that the agents have different “personalities”, making their 
detection more difficult. The agent not only   participates in online discussion, but also analyses the 
contributions of other posters and detects suspicious messages. Apparently, this involves consistency 
checks and style analysis: is the alleged teenager using grammatical constructions more typical for 
an adult, or does he make mistakes in his self-attribution, e.g. changing the spelling of his name? 
Chatnannies is also said to include a neural network programme to build up knowledge about how 
people use language and uses this information for more realistic (and culturally up-to date) response 
patterns.  
  
Shortly after the publication of this article, the New Scientists was bombarded with letters doubting 
the veracity of the claims made about Chatnannies. It has subsequently withdrawn the article 
pending verification. For our purpose, it is not necessary that Chatnannies or similar systems are 
already now operational. The individual techniques it identifies already exist. The scope of 
discussion in say “Buffy chatrooms” is limited and might not require much more than ELISA 
technology to fool people who are not actively looking for computer agents. In addition, reduced 
syntax, generally liberal attitude to normal linguistic conventions and a cultural attitude that often 
sees non-consequential exchanges as “weird” or “cool” can cover slips by the computer. Software to 
imitate different personalities and writing styles has been developed to support call centres to 
develop consistent and unique response styles to queries. Conversely, there is a well established 
body of writing in literature studies that uses technology, in particular statistical analysis, for 
authorship identification. This includes attribution of gender or age to anonymously produced texts. 
The need for automatic ontology extraction is also address in the other two projects described here, 
to be flexible enough to adapt to changing fraud patterns – even if their scope is less ambitious than 
Chatnannies’.   If it is possible to combine these approaches to run in real time is a totally different 
matter, but the general concept is not too fanciful to preclude its discussion as an emerging 
technology. 
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4. Legal implications of autonomous agents as police officers 

  
The described techniques raise a whole host of legal problems, and we can only touch upon some of 
the issues these techniques raise.  
  
Human agents, when performing the sort of task described above, will improve his performance 
continually on the basis of past experience, including experience with innocent 
websites/communications. This experience, or parts of it, stays in their memory. So far, data 
protection law does not apply to people’s memory. It does however apply to functionally equivalent 
data that is used by the systems discussed here, and which is essential to maintain their flexibility. 
Depending on the specifics of the data protection regime, this has the potential of putting 
autonomous agents at a disadvantage. To some extend, the answer to this question depends on the 
rational behind data protection law. If we exempt humans from data protection law solely because it 
is too difficult and intrusive to erase human memory, there is indeed no reason to exempt 
autonomous agents in the same way. If it is however also because the fallibility and limitations of 
human memory reduce the risk of abuse, the way data is treated by the agent might simulate this 
without reducing its value (e.g. by intentionally “forgetting” personal identifiers). This might allow 
us to distinguish in future legislation smart (and humanlike) agents from “dumb” databases. 
  
This problem resurfaces in the context of privacy laws. US courts in particular have developed case 
law that links privacy protection to the means of intrusion, rather then the content of the information 
obtained. Electronic recording has received special attention.[12] In civil, and sometimes even 
criminal, contexts, courts consider recording a conversation more problematic than repeating it. In 
Dietemann v. Time, Inc., a homeowner who offered clay, mineral and herbal remedies for various 
medical conditions sued journalists who entered his premises pretending to seek treatment.  The 
Court found that the journalists had wrongfully invaded Dietemann's privacy solely because they 
used electronic recording equipment.  In criminal investigations however, the US Supreme Court has 
equated electronically recorded undercover conversations and undercover efforts lacking such 
electronic monitoring. Even though, some state supreme courts have adopted a contrary view and 
treat electronically monitored undercover operations more seriously than those that do not.[13] 
Interactions by autonomous agents are with necessity always also electronically monitored. 
Especially FLAMBEAU, whose main user could be by organisations like the Software Business 
Alliance that  emphasise civil recovery over criminal proceedings, seems to come dangerously close 
to the facts of  Dietmann   - at least if we can equate business websites with business premises.  
  
While for the purpose of privacy law, criminal investigators therefore enjoy a certain advantage, the 
picture reverses in many jurisdictions when it comes to police surveillance. As with entrapment 
discussed in detail below, regulatory regimes might require judicial approval of such operations, and 
often also “good cause” to mount them. These rules protect citizens against the state, but will not 
normally affect private parties or journalists.[14]  One of the key features of autonomous agents is 
their ability to react to unforeseen circumstances. In our context, this enables them to search 
independently for suspicious websites or chat room participants and to CREATE the reasons for 
suspicion in the first place.  Should they require for this activity a highly specific approval in 
advance of the operation, most of the advantages gained by using agent technology will be lost. 
Since agents are supposed to behave like police officers and embody their expertise, this could 
increase the temptation by law enforcement agencies to outsource these activities by making the 
agents available to third parties not covered by constitutional human rights guarantees – again an 
issue discussed below in the context of entrapment. .   
  
The use of undercover techniques is ubiquitous, though not well-documented.[15] One scholar has 
argued that as a result of increasing rejection of coercive investigative techniques such as searches or 
intimidating methods of interrogation since the 60s, deceptive investigative techniques have 
displaced the coercive means of investigation.[16] It has also been noted that the nature of white 
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collar crime in particular, but more generally all crimes that involve deception rather than violence, 
make undercover investigations an essential tool for law enforcement agencies.[17] Marx remarked 
that: 
  

 “White collar crime ... involves a process of events, many of which are common business 
occurrences that may be otherwise socially desirable. The white collar criminal's goal is to 
conceal all evidence that a crime has been committed while preserving the patina of legality 
surrounding the normal conduct of business”.[18] 

  
While this applies in particular to POIROT and Flambeau, the element of concealment is also present 
in the Chatnannies scenario.  Use of undercover techniques by the police raises two main legal 
issues. The first is immunity for officers who engage in low level criminal activity to protect their 
undercover identity. Of our applications, this could in principle apply to Flambeau, even though this 
is not envisaged at present. Some peer-to-peer networks are organised hierarchically, and 
participants first have to exchange a certain number of (moderately illegal) items before progressing 
to more serious material. Even more problematically, new members might be asked to distribute 
material they obtain from a source higher up in the hierarchy amongst other members, “tipping” their 
hand in the process.[19]  While the first scenario can be prevented “at source” (by the police 
acquiring permission to use certain software items as decoys by the copyright holder, or by the agent 
being used by the IP holder), the second scenario would rely more heavily on the autonomous 
decision-making of the agent. In principle, there is no reason why a privilege to commit minor 
crimes, if it is granted to the police, should not be extended to the agent. Conversely though, the 
police should not be able to “hide behind” the use of autonomous agents if no such exemption exists. 
In practice, this means that for both legal and technological reasons, it is advisable to restrict agents 
to buy, and not to pass on or sell files acquired in the process of investigation.  Technologically, 
“permission to pass on” would require a decision by the agent if the material, while possibly illegal, 
is of sufficient harmless nature to fulfil “reasonableness” criteria which will inevitably be built into 
the relevant permission. Legally, because any police privilege to commit minor offences will be 
restricted to offences within the jurisdiction of that police force, a legal minefield where the internet 
is concerned. 
  
The second issue is the question of admissibility of evidence obtained in this way, and in particular 
the possibility of an entrapment defence. This problem is potentially serious for Chatnannies, 
moderately problematic for Flambeau and unproblematic for the entirely passive POIROT system 
that only responds to previous solicitation.  
  
Most Western jurisdictions recognise some form of entrapment defence, none of them excludes as a 
matter of principle evidence obtained using deceptive techniques.  In Europe, Art 6 of the ECHR 
establishes at least some limits on police behaviour, though the way in which this is translated into 
national laws varies widely.[20] While in practice, these different approaches to entrapment might 
well come to the same conclusions in traditional cases, the different philosophies behind the 
entrapment defence make them more or less amenable to extension to entrapment by autonomous 
agents.  As noted above, ultimately it will require detailed analysis of domestic legal provisions to 
ensure that evidence collected by agents avoids entrapment defences. However, it is possible to 
distinguish at least some broad patterns in the existing laws on entrapment that allow indicating 
possible problems and solutions.  
  
Rules against entrapment can be suspect centred or investigator centred. The former claims that 
evidence obtained through entrapment is intrinsically unfair to the accused. In countries that follow 
this approach, the entrapment defence connects to the question of culpability and sometimes touches 
upon the question of appropriate mens rea to commit a crime. It might overlap with other defences 
like duress or impossibility. The ECHR in Teixeira based its reasoning on considerations of fairness 
that in their wording seem to follow this approach. Jurisdictions with investigator centred approaches 
on the other hand don’t consider crimes committed as a result of police entrapment any less 
blameworthy than those committed for any other reason. Unless entrapment procedures generate a 

Page 7 of 12Undercover Agents and agents provokateur - evidence collection by autonomous agen...

28/04/2005file://C:\unzipped\biletapapers\Schafer.htm



free-standing defence (such as duress), their concern is not with the normative position of D. If a 
person is pressured or persuaded into supplying drugs for another, his normative position remains the 
same whether the person pressuring or persuading him against his better judgment to supply the 
drugs is an undercover policeman or an addict.[21] The focus is on the degree of restraint that is 
required for acceptable forms of policing. Entrapment can be an improper use of state power. For the 
UK, Lord Nicholls brings this to the point:  
  

"It is simply not acceptable that the state through its agents should lure its citizens into acts 
forbidden by law and then seek to prosecute them for doing so. That would be entrapment. 
That would be a misuse of state power, and an abuse of the process of the courts." [22] 

  
Countries that follow this line of reasoning will obviously distinguish between entrapment by police 
officers and entrapment by individuals not employed by the state, such as journalists or indeed 
“concerned citizens”. As noted above, already now police forces have spotted this as an opportunity 
to “outsource” investigative activity to private citizens. In some jurisdictions, they supply for 
instance internet self-help groups with official forms to report suspected paedophile activity. Agent 
technology could accelerate this development. Technically owned and operated by private citizens, 
they would act, document and report in a way indistinguishable from that of a police officer (or an 
agent operated by the police) and could even be linked directly   to the internal procedures of the 
“commissioning” police force.  At present, the UK maintains that its approach to entrapment, while 
philosophically different from the European approach outlined in Teixeira. Should “outsourcing” 
become more frequent, this assessment might need revisiting.[23] 
  
If agents are operated and owned by the police however, restrictions on acceptable behaviour apply 
that need to be represented in the agent’s architecture.In deciding whether there has been  an abuse 
of state power, UK Courts do develop a  principle of proportionality that is in its results not too 
different from the tests applied in suspect centered jurisdictions. Among the factors to be considered 
will be the following: 
  

1. The nature of the offence. The more difficult the offence is to detect without intrusive 
inducement from the police, the more such intrusion will be justifiable – or 
proportionate.  

2. The factual basis for the Police carrying out the operation. For example, information that 
a particular pub was suspected to be a base for selling drugs. Indeed, the Court must ask 
whether the Police had reasonable suspicion that such offences were being committed 
either by the accused or by others.  

3. The extent of the Police inducement. The Court should  ask whether "the offence was 
induced by persistent importunity, threats, deceit, offers of rewards or other inducements 
that would not ordinarily be associated with the commission of the offence" [24]  

  
Condition 1 is unproblematic for our agents. They are designed for specific offences that fulfil these 
criteria. Condition 2 is potentially problematic. Claiming that “the internet” is a place where crime 
habitually happens is arguably not specific enough. On the other hand, sending the agents only to 
specific websites or chatrooms already under police suspicion would countermand the very reason 
why they are used in the first place. Consequently, “reasonable suspicion” is something the agent 
ought to form autonomously, and before it poses as a buyer or a teenager. The tests for “reasonable 
suspicion” are objective, and laid down in paradigmatic examples and procedural rules such as the 
Undercover Operations Code of Practice. As a result, the reference to what is prima facie an 
intentional state of mind (“being suspicious”) should not pose a problem. In its “passive” mode, the 
agent would have to identify certain pre-defined “red flags” before it can start active interaction with 
the suspicious website or person. Nor is it necessary that the agent forms believes about other 
peoples’ (the suspects) state of mind. It is not necessarily the suspect that is suspicious, but the 
environment in which he finds himself.  
  
Condition 3 links state centred and suspect centred approaches. However, it plays a less prominent 
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role in state centred jurisdictions and emphasises the “excessiveness” of the inducement. A typical 
example is offering a drug addict after initial refusal more and more money for the supply of drugs, 
up to the point where the price is considerably higher than what would normally be paid. Again, it 
should be straightforward to represent these objective constraints computationally. FLAMBEAU for 
instance should never offer more money for software products than what one would have to pay for 
legitimate software. 
  
In suspect centred approaches, condition 3 figures most prominently. Whether or not entrapment is a 
defence depends on the state of mind of the accused prior to contact with the police officer.  While 
the US is not an idealtypical example of such an approach, several landmark decisions embody the 
idea rather nicely.  
  
 In Jacobson v. United States, Government agents got Jacobson's name from a list of people who had 
received magazines depicting nude teenage boys, something legal at the time. When Congress later 
passed legislation prohibiting this sort of material, two separate government agencies coordinated a 
campaign to tempt the defendant into violating the law. After resisting various solicitations over the 
course of two years, Jacobson gave in and ordered a child-pornography magazine from a fictitious 
organization invented by the government. Ruling that a defendant must be predisposed prior to any 
government involvement, the Court found the pre- investigation evidence tainted.[25] This decision 
affirmed the requirement of a “subjective” test that focussed on the intent of the perpetrator. If this 
intent is “caused” by the police officer and the criminal “created rather than caught”, basic fairness 
prevents the prosecution of the offender.  
  
Autonomous agents that observe this requirement face a considerably more difficult task. To mirror 
exactly what is required from a police officer, they would have to reason about other people’s state 
of mind. They would need to know when “to back off”.   Again, the limited interaction envisaged for 
Flambeau should not present a problem. Chatnannies, the way it is described, faces however several 
potential pitfalls: 
  

1. It acquires its “personality” autonomously by sourcing teenage oriented material on the net. 
Some of the material will be of a sexual nature (e.g. worried teenager discussing their sexual 
orientation) This could result in linguistic behaviour deemed as too aggressive and likely to 
induce the idea of sexual encounters in people like Jorensen who might have fantasies about 
such activities, but initially no intend to act on these fantasies. This could taint all further 
investigations of the suspect.  

2. Its actions would have to be plausible enough to prevent the related “Fantasy” defence – a 
defence used to great success by Patrick Naughton in United States v Naughton. In this 
chatroom grooming case that closely mirrors the application for which Chatnannies is 
intended, Naughton argued that he never believed to interact with a child. He claimed that the 
style used by the officer was too sophisticated for a teenager, and that he thought to interact 
with an adult interested in role playing. With other words, Chatnannies not only has to pass the 
“Turing test”, it also has to impersonate convincingly a specific type of human. The restraints 
demanded by 1 potentially conflict with this requirement, and in any case, prosecutors would 
face an uphill struggle in convincing a jury that a suspect was really duped by a machine.  

3. in most of the cases where the entrapment defence was raised successfully, the suspect faced 
inducement over an extended period of time. The use of multiple agents without central, 
hierarchical control, could result in an equivalent “overload” of the suspect, e.g. when targeted 
by several agents simultaneously.  

5. Taming the sleuth: an outlook 

  
As indicated above, undercover operations pose a legal minefield, and in addition, different legal 
systems place their mines at different places. For autonomous agents to fulfil their task in adherence 
to evidentiary standards is a much more complicated task than simply collecting evidence. The 
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technologically least demanding solutions seem to have here a clear advantage over their more 
sophisticated and ambitious competitors, especially in suspect centred approaches to entrapment. 
Their very simplicity seems the best protection against claims of illegitimate investigatory activity, 
claims that could not only limit the usefulness of the data they collect, but more seriously, taint 
subsequent criminal investigations by human police officers.  To realise their full potential in the 
fight against crime, agents should ideally be able to address these concerns “by design”, ensuring 
e.g. that an agent that collects unsupervised suspicious data does not waste police resources by 
collecting information that due to its nature would be inadmissible in court (e.g. from the intranet of 
law firms), does not expose the police to litigation for civil rights violation and at the same time 
utilises all those additional powers granted to the police but not available to commercial agents, such 
as the penetration of firewalls or the use of “entrapment” In commercial applications too, the need to 
imbue autonomous agents with explicit legal knowledge has long been recognised.[26] Hohfeld’s 
formal system of rights and duties in particular has been proposed as a framework for agent 
communication languages.[27] However, in commercial contexts, the juxtaposition between claim 
rights and duties provides an almost sufficient vocabulary to deal with the most typical applications 
of agent technology: An agent visiting a website to download a previously purchased MP3 file for 
instance ought to ”understand” the content of the claim against the website provider, whose system 
in turn should recognise its duty to make the file available. As a result the remaining positions of 
Hohfeld’s system remain underused, and poorly motivated, if at all exemplified through examples. 
Other  attempts at computational implementation of Hohfeld’s theory have been developed in the 
wider AI and law community, but not with use for autonomous agents in mind. Layman Allan’s 
language “A-Hohfeld” and Sergot’s analysis of normative positions[28] have been the most 
developed approaches so far. Their intended use as interpretative tool for text analysis and analysis 
of bureaucratic organisations respectively however make a transfer of these ideas to agent 
communication languages however  less straightforward. Hohfeld’s own original work was primarily 
concerned with private law concepts, and it is at least not obvious if his framework can be 
transported to a criminal law setting. However, there has been an intensive debate in analytical 
jurisprudence following Hohfeld’s paper and identify further positions and correlations.[29] Due to 
their intended use in jurisprudence, they  don’t take computational characteristics at their heart, but 
offer the advantage of considerably extending the expressive power of the resulting formalisms, thus 
providing expressive power which may well be necessary to represent the legal concepts identified 
here as necessary for “law compliant” collection of evidence.  
system, and further to show whether that system can be used by computational agents. 
  
In a first, very cursorily way, the following example can give an indication of the intended use of 
Hofeld-type languages for addressing the problems we have identified above. An agent embedded on 
an intranet run by a law firm should “understand” that the information on this side is protected by 
“IMMUNITY”, which triggers a “DISABILITY” by the agent to collect information unless there is 
also a superseding POWER to change the relation between lawyer and police, for instance of the 
jurisdiction in question allows exceptional violations of the client privilege if certain formal 
conditions are met. These documentation of these conditions would be part of the “header” of the 
program that the agent executes, ensuing continuous documentation of all the procedural steps that 
have been undertaken 
We conclude with a series of questions and proposals for further research:  
  
• can we  estimate if the enriched language is sufficiently expressive to capture key legal provisions? 
• can we design a test suite of software agents to reason with this language in order to incorporate 
relevant legal knowledge to perform their task in a law compliant way, to be customised where 
appropriate to take specific legal regimes (e.g. EU vs US approaches to data protection) into account. 
  
Most work in this area has been undertaken from the perspective of individual agents but 
communication languages for multi-agent systems must take into account (and constrain) the 
dynamics of the process of interaction between agents. The Lightweight Communication Calculus 
(LCC) developed by David Robertson's group at Edinburgh is a simple but expressive language for 
describing multi-agent interactions and it can be used in both specification and deployment (i.e. it is 
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an executable specification language). Using LCC we can be precise about the interaction between 
agents against which we are interpreting the deontic notions summarised above. If this is possible 
then the LCC specifications enhanced by deontic constraints can be used as protocols for multi-agent 
interaction - giving a sophisticated, logic based communication language that can be targeted on 
particular forms of legal interaction. This  would allow us to investigate the problem in an 
incremental way: 
For each of a target set of legal interactions, drawn from cases and statutes, we would have to: 
  
• Describe the interaction model and associated constraints using LCC; 
• Apply appropriate notions of rights, restriction, etc, adapting the LCC definition as necessary. 
• Generalise from the resulting specific model to a broader class of models as appropriate. 
  
From this simple investigative method, an accumulated library of interaction models would result in 
a way that is driven by domain examples but attempts to generalise where possible. As a parallel 
activity, one could attempt to unite the (generalised) examples into a more uniform system for 
expressing restrictions and evidence as understood in criminal investigation within the interaction 
framework provided by LCC. 
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