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1. Introduction 

  
The legal globalization means that legal rules in different countries become homogenous, and the 
application of laws are standardized. This may occur within the global framework or inside a certain 
geographic area, such as European Union. The globalization can unfold in at least following ways: 
  

•        by international cooperation, where national states agree upon the harmonization of their 
legal systems. Vienna convention of international trade can be seen as an example of this 
development, as well as World Trade Organization treaties. 

� through supranational system, such as European Union legal system  
� legal systems can be harmonized also purely due economic reasons. In an increasingly open 

economy, this harmonization occurs without any formal international treaties or agreements. 
Contract law is one example of such development.[1]  

  
Market economy and its structures is the leading force in formation of the global legal system. The 
legal system must be harmonized in order to meet the requirements of the market economy. The ratio 
of the market system requires certain level of openness, and global freedom of movement of goods, 
labor and services. The protectionism would lead to a economic stagnation International trade and 
international trade agreements have often gone on parallel tracks. Trade can not thrive without legal 
security and trust into the legal system. The traders throughout the history have sought to ensure that 
mechanisms of contract enforcements are applied. This can be accomplished through different kind 
of means, varying from full-fledged integration to free trade agreements. Discussion on international 
regulation on E-commerce follows the same lines. Electronic commerce in itself is a global form of 
trade, with a cross-border character of Internet in its core. Due to the logics of the market economy 
and economics of scale, a need for a harmonized legal environment for electronic commerce does 
exist.[2]   
  
The accession to World Trade Organization has played an important role in the process of trade 
liberalization in the transition economies[3]. This applies also to Russian Federation; the on-going 
membership process has brought predictability and stability into the Russian foreign trade policies – 
two primary issues that the Russian legal system has had a lack of. The accession implies the 
adoption of WTO disciplines, and this poses a number of challenges and opportunities to Russian 
Federation. The external competition in Russian markets might increase, while the entrance of 
Russian products to foreign markets would become easier. The challenge is to ensure the 
competitiveness of Russian industry in the circumstances of hardening competition.  
  
The lack of trust, uncertainty about the regulatory environment, gaining access and logistical 
problems can be seen as a barrier for the growth of the electronic commerce[4]. Global regulation, or 
at least guidelines are needed to increase the trust of internet users into the electronic commerce. At 
the same time, Russian legal system in general suffers from the lack of trust and consistency; these 
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needs multiple the development of the electronic commerce system in Russia.   
  
  

2. Electronic commerce and WTO 

  
The search for global rules of electronic commerce at World Trade Organization was initiated in 
1998, when WTO launched the Work Programme for Electronic Commerce. Since then, the 
enthusiasm and hype over the electronic commerce reached its peak and then slowly faded.  From an 
outside perspective, it would seem like the electronic commerce has been caught in the sidetrack on 
the WTO agenda, since not much concrete developments have taken place. This is even more 
evident when one studies the research literature dealing with the World Trade Organization’s stance 
on electronic commerce. The scholars interest has mostly died out in by the end of the year 2001, 
and most of the problems raised before that date, remain to be unsolved. However, as Wunch-
Vincent notes, the World Trade Organizations influence on these matters may not be fully 
appreciated outside the realm of trade policy experts[5]. The World Trade Organization is the main 
forum of the world trade negotiations, and even though the negotiations since the events in Seattle, 
1999, have been difficult and mostly unsuccessful, one can not put aside the strength of the WTO as 
an organization. As Schiavetta[6] states, WTO is arguably the only international organization with 
the required knowledge and political power to determine such a key issue of global electronic trade 
as how e-products should be classified for the purpose of collecting customs duties. World Trade 
Organizations competence in regulating the world trade is much larger than other global IGOs; one 
could argue, that in theory there are no formal limits to matters on which the WTO can make rules 
by concensus[7].  
  
World Trade Organization has defined electronic commerce broadly as ” production, advertising, 
sale and distribution of products via telecommunications networks. The most obvious examples of 
products distributed electronically are books, music and videos transmitted down telephone lines or 
through the Internet.” 
  
Even though a new technology is being used as a tool of electronic commerce, it still is just one way 
of conducting international trade. Even though WTO treaties were signed before the breakthrough of 
Internet and electronic commerce[8], their provisions apply also to the electronic commerce. The 
main principles of these treaties, such as Most Favoured Nation treatment, national treatment or 
transparency of regulations, apply also to the electronic commerce. WTO aims at technological 
neutrality; the WTO system should be applicable whatever the means of the trade are.  
  
Technical neutrality is, however only a secondary target of the WTO regulation. The primary goal is 
the liberalization of the World Trade. The technical neutrality must not be used as protective 
measure. In other words, discriminatory liberalism is better than technically neutral protectionism.  
  
The WTO regulation that applies to electronic trade is dependant on the type of the commodity being 
traded. The applicable WTO agreement varies between different types of e-commerce baskets. In 
basket number 1, the applicable WTO agreements are the agreements concerning the movement of 
goods – especially the GATT agreement, as well as the Information Technology agreement. The 
baskets 2 and 3 concern trade of services and are thus governed by the General Agreement on Trade 
In Services (GATS).  
  
The basket 4 is more complicated; it is yet to be decided, whether digital products should be 
classified as goods or as services. The classification question is important, since it will determine the 
level of trade liberalization that exporters of these products can expect from WTO Members. Several 
WTO member countries (including European union) have taken a position that all electronic supplies 
should be classified as services while some members (namely USA) are asking whether some 
commodities should be classified as goods. These goods include software, which used to be in a 
physical form (a CD or a diskette) and are now downloadable. [9]  
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If the digital products are set in the category of services, which seems to be the common consensus 
at the moment, another question appears. The treatment of the trade of digital products depends then 
on a question. The services transactions are classified in GATS agreement into four different modes. 
The electronic services may fall either into the mode 1, cross-border supply[10], or mode 2, 
consumption abroad. The distinction is relevant, since the levels of commitments made by WTO 
members on the two modes differ, and are often more liberal in mode 2[11]. Therefore the electronic 
deliveries would be subject to less restrictions if they were classified under the mode 2. GATS does 
not address which jurisdiction applies under mode 2; the question must be solved through other 
means of international private law. In European Union, the  country of origin principle applies, 
unless the transaction is not a b-to-c trade. In most cases electronic services do, how ever, fall under 
the mode 1. [12] 
  
WTO dispute settlement body (DSB) has so far processed one dispute concerning electronic 
commerce. Antigua and Barbuda requested formal consultations with the United States and WTO 
concerning United States’ ban on cross-border and gambling services – services under the mode 1. 
The WTO Panel found that USA schedule for GATS commitments included specific commitments 
on gambling and betting services. According to the panel, US measures prohibit the cross-border 
supply of gambling and betting services in the United States in a manner, which is inconsistent with 
the GATS. Gambling services are a good example of services which can be offered cross the borders 
via the Internet, and which generate problems since they are usually a subject of specific national 
legislation.[13] 
  
The decision is significant, since it clarifies the commitments made by the USA on the GATS 
schedule. Any uncertainty resulting from the vagueness of national commitments could inhibit the 
development of E-services as service suppliers would not be certain of their right to supply in a 
given country[14]. In Antigua case, Panel admitted that United States might have inadvertently 
undertaken specific commitments on gambling and betting services. The panel did not consider the 
moral or ethic point of views that the United States declared; the panel merely saw its role as to 
interpret and apply the GATS in light of the facts of the case instead of possible hidden intentions of 
the countries involved.[15] 
  
In 1998 WTO declared a moratorium on customs tariffs on electronic products. Moratorium means 
that no custom duties shall be collected from the electronic delivery of digitized goods and services. 
This exemption has not been made permanent, but it is still in force. The outcome of the duty 
moratorium is to subsidy products that can be digitized. The moratorium does not extend to the 
goods ordered over the Internet. [16] 
  
Several scholars and institutions have proposed that World Trade Organization should take more 
active role in the global regulation of electronic commerce. There are several suggestions for a 
framework agreement for electronic commerce regulation. The World Trade Organization has not, 
however taken further steps on the regulatory issues.  
  
  

3. Development of electronic commerce legislation in Russia within the 
framework of the WTO accession 
  
In the development of a legal system in a country of an economic transition, one can distinct three 
problem areas relevant for the legal study. One is the influence of the external factors in the 
development of a legal system in general, and in development of legal hierarchy in particular; the 
second issue is the implementation of the legislation, and the third – which is connected to the 
second – is the practical aspect of the capability of the administrative machine to adapt to the 
changing circumstances. These problems occur also under the influence of the external factors  - in 
this case Russian membership in World Trade Organization, when Russia is trying to adapt to the 
international regulation of the world trade. A fourth question, which is distinctive for the WTO 
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accession, is the on-going debate on the protectionism and trade liberalization.  
  
Russian federation applied to become a member of GATT-agreement in 1993 -  shortly after the 
collapse of the Soviet Union. When WTO was established in 1995, Russia became the applicant for 
the WTO membership. At the moment, Russia is the most significant country in the world markets 
who is yet to join the World Trade Organization. 
  
Accession to World Trade Organization is a complex issue, and requires thorough reform of the 
country’s trading system and commitment to the liberalization of the foreign trade regime. The terms 
of the accession are eventually formulated through bilateral negotiations with the interested WTO 
member governments. Thus due to the economic and world politic realities, the final terms of 
accession are agreed with the major players of the world economy – in Russia’s case European 

Union, USA and Japan. On 21st of May 2004 European Union and Russia signed a bilateral 
agreement on the terms of the Russian WTO accession.  
  
The WTO accession package goes well beyond the scope of the GATT treaty and traditional 
commitments of  lowering the custom tariffs. The WTO treaties and the requirements set by the 
WTO members force the applicant country to make substantial legislative and institutional reforms. 
In Russian case, the mere undertaking of becoming a member in WTO has increased the stability and 
predictability in the Russian trade policy. WTO accession is an important, and perhaps the final, step 
on Russian transition to market economy. Conventional wisdom holds that Russian accession 
process is almost reaching the goal – accession may well conclude in 2006. Problems do still 
however exist.   
  
WTO aims at lowering the customs tariff level globally. Russia applies at the moment tariff level 
that is significantly higher than the average in industrialized countries. In the course of the 
negotiations, Russia should agree to lower its tariff level. This is, however, difficult due to certain 
facts. First of all, custom duties, which equal almost 40 % of the tax income of Russian federation
[17], are a significant source of income for Russian government, which is suffering in constant 
financial crises. As long as the internal taxation system in Russia does not function efficiently 
enough, it is unlikely that Russia would be willing to agree to lower its external customs tariff rates 
and thus reduce the money flow into the state budget. The tax reform, which was concluded in 2003, 
has significantly simplified the taxation system in Russia, and the tax revenues have increased also 
due to the economic growth in Russia. This development might allow also the reducing of the 
customs tariff level.  
  
Tax and customs duty implications of electronic commerce in Russia are unclear. Russian law 
defines the movement of goods over the “electronic border” to be subject to customs laws – and thus 
there is a possibility that the import of electronic products would be a subject of import duties in 
Russia, which would be against the current international customs duty moratorium. However, there 
is no method available to control this kind of importation.  
  
Another matter is the government policy and its balancing between the path of further liberalization 
and protectionism; there have been demands from the side of Russian industry to maintain the high 
import tariff rate in order to protect the weak domestic industry from the foreign competition. This 
struggle between the liberal and protective regimes and, as a consequence, instability of the 
government’s policies, has had its impact on the speed of the negotiations. During the last couple of 
years Russia has been able to develop its customs operation quite significantly, which has sped up 
the accession process. There are still some problems especially on the activities of the Customs 
administration and application of the lower level regulations. 
  
Russia is yet to improve its legislation in trade in services in order to meet the WTO rules and to 
open its service markets to foreign competition. In principle, Russia has developed a basic legal 
framework for trade in services. However, also in the sphere of legislation regulating the service 
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sector, the result of the legislative reforms has been a multitude of legal acts, with an unclear 
hierarchy of laws[18]. The GATS agreement is however somewhat limited, and does not mean, that 
all the services should be open to foreign competition. The commitment to open Russian service 
sectors to foreign competition does mean that Russia must develop its general economic legislation. 
The poor service sector is currently a weakness of the Russian economy, and it might prove to be a 
barrier for the economic growth Russia has enjoyed during the recent years, unless Russian 
government does not take sufficient actions in reforming the sector. Accession to WTO and meeting  
the requirements of the GATS-treaty would be the crucial factor in enhancing the structural reform 
of Russian economy.[19] 
  
Electronic commerce is a growing form of trade also in Russia. Applications in trading and 
procurement operations have developed significantly, and electronic marketplaces, which provide 
online access to suppliers’ information and offers are also being used. Most of the e-commerce has 
concentrated on Business-to-Consumers trade, but B-to-B trade has also increased its significance on 
Russian e-commerce. [20] 
  
There are several factors that hold back the development of B-to-B e-marketplace in Russia. There is 
a  lack of an efficient business model for creating an e-marketplace.  Efforts that have been done by 
trading site organizers to inform the market participants about the site and provide training for them 
have been inadequate. The infrastructure which would enable the authentication centers to perform 
user identification is scarce, and there is a lack of confidentiality.[21] 
  
At the moment, there are several laws that regulate electronic commerce in Russia. Electronic 
commerce is regulated in Russia by the civil code Russian federation,  Law "about the protection of 
the rights of users", by federal law "about the electronic digital signature", federal law "about the 
technical regulation",  and federal laws and normative lawful reports RF, which regulate owner's 
activity.  
  
In 2001 State Duma of Russian Federation had its firs reading of the draft law on electronic 
commerce. The law was mainly based on the UNCITRAL model law on electronic commerce. The 
drafting of the e-commerce law lost then its momentum, and it took four years for the State Duma to 
have the second reading of the law, and finally reject the proposal. At March 2005, however, two 
new alternative legislative acts on the electronic commerce were introduced for the examination of 
the State Duma. The law was meant to be the general law regulating the electronic commerce in 
Russia, and was expected to simplify the legislative sphere on the electronic commerce. According 
to the official opinion of the government, the law was also crucial for the accession to the World 
Trade Organization [22]. The State Duma nevertheless rejected the proposed law at the first hearing. 
  
The legal problems are also a barrier for development,  in particular the difficulties in the electronic 
document validation. A law on electronic digital signatures was approved by the Duma in December 
2001 and was signed into law by President Putin in January 2002. The law defines electronic 
signatures strictly, making public-key technology the sole acceptable digital signature technology. 
 This definition is in contradiction with the technical neutrality that the WTO is aiming at. The most 
probable reason for using such strict criteria is the Russian legislator’s objective to increase 
reliability and trust in e-markets. The technological neutrality does not offer sufficient certainty in a 
country like Russia, and therefore Russia has moved to a more regulatory system. The strict criteria 
might, however, cause problems in the future, since it is tied in the existing technology, and 
technological developments would cause a need to amend the legislation. [23] 
  
On the protection of the intellectual property rights Russia has already created legislation that is in 
most areas in conformity with the TRIPS, Agreement on trade related aspects of intellectual property 
rights. The implementation of the legislation is however problematic. Due to insufficient resources, 
Russia has not been able to stop the widespread sale of pirate music CD’s and computer programs. 
Foreign companies have also faced problems with Russian companies that have already managed to 
register the trademark of a well-known foreign company to their own use. All in all, protection of 
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intellectual property rights is still insufficient. To adjust Russian enforcement of intellectual property 
rights to meet the standards of international trading system is a time-consuming process, and 
certainly prolongs the negotiations since the WTO members in principle demand that this adjustment 
should be done before Russia enters the WTO. Russia, on the other hand, would like to have a 
possibility to adjust its policies during a transition period after the accession. 
  
Some domain name problems have also occurred. RosNIIRos (administers the .ru zone) does not 
verify whether an applicant’s proposed domain name might already be a registered trademark.  This 
has played an important role in several cases, such as Eastman Kodak vs. Grundul, where Grundul 
registered the domain name Kodak.ru, and won the case. Subsequently, Eastman Kodak Subsidiary 
“OOO Kodak” sued Grundul. Decision was made for OOO Kodak. In court practice, the Russian 
courts have recognized the use of a identical or similar company name as a violation of the owner’s 
rights. The company appealing for infringement must show that the defendant deliberately registered 
a domain name containing someone else’s trade mark or a company name, and that the defendant is 
using the domain for commercial purposes in respect of similar goods or services with economic 
benefit from such use.[24]  
  
Also Russia’s administration of the trading system appears to be arbitrary and diverse. Partly due to 
the frequent changes in legislation, for instance, different customs officers may treat importers 
differently, and the whole customs system suffers from the lack of communication, which is 
complicated by the large amount of administrative rules introduced by state bodies like State 
Customs Committee. Widespread corruption is another well-known problem. The poor performance 
of the administration is closely linked to the fundamental problem of the Russian legal system in 
general: poor implementation of the legislation. Another fundamental problem is the lack of 
transparency in the actions taken by the administration.[25] 
  

5. Conclusions 

  
Electronic commerce regulation in a global level is yet to be developed. World Trade Organization 
could be the forum for such development, but it requires more active approach both from the WTO 
itself as from its Member States. Whether there is a need for a framework agreement concerning 
specifically electronic commerce is yet to be seen. The GATS treaty and its application needs more 
clarifying, and the still open issues concerning the classification of electronic services need to be 
solved.  
  
Russia is developing its national e-commerce legislation following the international models but 
adding also some characteristics from the Russian legal system and heritage. The same problems that 
are evident in the Russian legal system in general can be seen in the regulation of the electronic 
commerce as well. The World Trade Organization membership has its own impact on the creation of 
the electronic commerce legislation in Russia, even though there are no formal requirements set by 
the WTO on this specific issue. The accession procedure includes also the GATS schedule 
negotiations, and in the trade of services, the electronic commerce cannot be put aside.  
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