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ABSTRACT: Web and attendant e-Commerce phenomena are irretrievably at odds with the 
traditional structure and hence legal regulation of health delivery. E-Health delivers healthcare 
information, diagnosis, treatment, care, and prescribing of drugs in a nonlinear, nonhierarchical 
manner that encourages patients to "enter" the system at an infinite number of points, thus defying 
current regulatory constructs. Similarly, e-Commerce fundamentals such as disintermediation and 
disaggregation result in medical information being delivered through unfamiliar channels, creating 
immensely difficult questions for health lawyers.  

The rules and regulatory agencies that fill health law space can appear remote, even disconnected 
from the realities of medical practice. Yet, in large part, legal rules merely react to health system 
practices, mapping to the industry's structures and relationships. Traditional (physical space) 
healthcare delivery (and hence applicable health law) remains premised on structures or precepts that 

are decades, even centuries old. In contrast, e-Health 1 is premised on a fundamentally new patient 
experience that is unconstrained by familiar points of entry and structures or traditional channels for 
delivering information. Not surprisingly, therefore, the e-Health revolution has as many serious 

implications for health lawyers 2 as for medical professionals.  

Traditionally, patient access to the healthcare delivery system has been limited to a small number of 
predetermined points of entry, even to a single access point, such as through a primary care 
physician. Thereafter, the patient's progress through the system has been relatively linear, frequently 
dictated by seemingly rigid hierarchical structures. Health professionals and lawyers alike will testify 
to the massive impact of the past three decades of structural change. Yet, sandwiched beneath the 
reimbursement layer and above the business organizational layer of today's partially or fully 
integrated structures, is the patient's experience that different? Many of the players now have 
additional functions(for example, doctor as gatekeeper), there may be some new internal institutional 
processes (such as utilization review), and the system's center of gravity may have shifted from 
physician to institution. Overall, however, the patient experience is essentially unchanged. For the 
patient there may be new forms, phone numbers, and irritants, but the linear, hierarchical process 
persists, and subtleties of business structures, payments systems, incentives, and disincentives 
frequently are scarcely visible.  

In our traditional, real space system of health delivery, processes such as diagnosis, treatment, and 
care have involved physical presence and personal interaction between providers and patients. 
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Almost by definition, such physical presence guarantees the identification (i.e., lack of anonymity) 
of the parties and their roles. Medical information has been controlled by the healthcare system; its 
delivery intermediated by healthcare professionals and patients bearing the costs of informational 
asymmetry. Data flow has been predominantly asynchronous, the physician-patient relationship 
being light on interactive dialog. As a result, while patients may no longer suffer Katz's "secret 

world,"3 they have yet to realize costless synchronous data-sharing. And, one final observation on 
contemporary, traditional health delivery-- consumers have paid for all aspects of their healthcare 
information treatment and care, either directly or through increasingly complex reimbursement 
systems.  

Quality assurance and related regulatory features of current health law resolutely map to these 
characteristics of physical space health delivery. For example, a predetermined single point of entry 
to the delivery system dictated by physical presence synchronizes with state-based licensure systems 

with their attendant limitations on practice across state lines and related limitations on corporate4 

(institutional) and, in some states, commercial ("for-profit"5) practice. The requirement that a 
physician have hospital staff privileges perpetuates the dominance of the initial physician 
relationship and keeps the patient within a geographical area and a limited institutional space. 
Similarly, a subsequent physician-provided prescription processes the patient onward through the 

system to interact with (typically6) a physically local, state licensed,7 and geographically restricted 
pharmacist.  

In physical space, malpractice exposure is premised on the existence of a physician-patient 
relationship that itself is rooted in physical contact and communication. Equally, malpractice based 
quality assurance retains ties with locality-based (and hence quite specific physical space) customary 

standards.8 Liability structures persistently reference the single-point-of-entry paradigm; it is the 
individual physician who is the primary defendant in malpractice cases, while the institutions and 
payment systems that rapidly take over diagnosis, treatment, and care are exposed to liability only 

through the application of arcane secondary liability rules such as vicarious liability and agency.9  

Physical space models also have determined how the legal system regulates the flow of information. 
Warnings accompanying prescription drugs are viewed as directed only at the "learned intermediary" 
physician: in essence a legal confirmation of our system's refusal to open up a patient-manufacturer 
channel. The informed consent doctrine, premised as it is on the existence of informational 
asymmetry between patient and physician, imposes duties only on the latter, not on institutions. 
Meanwhile, the regulation of the distribution of patient data is achieved through the narrow duty of 
confidentiality owed by the physician to the patient rather than by way of a generalized, system-wide 
right of privacy enjoyed by the patient.  

Web and attendant e-Commerce phenomena are irretrievably at odds with the traditional structure 
and hence legal regulation of health delivery. E-Health delivers information, diagnosis, treatment, 
care, and prescribing in a nonlinear, nonhierarchical manner that encourages patients to "enter" the 
system at an infinite number of points. With the declining influence of proximity or geography, 
patients (and others in e-Health space) will have more choice, a phenomenon that will accelerate the 
decline of traditional professional relationships, a deconstruction that finds its extreme in the concept 

of "click-loyalty."10  

This lack of physicality, the decoupling of physician from jurisdiction- delimited practice, severely 

challenges state licensing systems that apply to healthcare professionals.11 Telemedicine statutes that 
have been passed in a few states may map to a narrow range of business-to-business e-Health 

businesses.12 However, in the case of most business-to-consumer e-Health models, state authorities 
will be faced with extravagant interpretations of provisions that permit, for example, out-of-state 

consultations13 or, in the case of prescription drugs, mail-order supply.14 As a result, many 
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practitioners will be risking a charge of unlicensed practice of medicine, while their patients may 
face an additional risk of dealing with a physician without (typically geographically limited) 
malpractice insurance coverage. Inevitably, as e-Health expands, these issues will provide impetus 

for adoption of more portable licensing requirements,15 increased reciprocity, and even transnational 
qualifications.  

Wherever or however a consumer enters e-Health space, she will find vast amounts of health and 
health-related information waiting for her. Most of this information is free, though not necessarily 
untainted by advertising and conflicts of interest. The informational asymmetry that has long existed 
between healthcare provider and patient is the product of "the trade-off between richness and reach" 

of information that can be delivered in real space.16 Indeed, physical space's inability to deliver both 
richness and reach is the fundamental reason our society historically has selected a small number of 
persons to be educated in rich information (be it medical or legal or nuclear physics). E-Health space 

has the potential to deliver rich information to all.17 Of course, the "richness" delivered by first 
generation e-Health sites is somewhat immature, long on quantity but short on quality. That is why 

physicians worry about the dangerous or distracting information their patients are finding18 and why 
consumers are incurring very high "sorting" costs. Yet, over time, true richness will win out, aided 
by "just-in-time" delivery, location-dependent focus (triggered by global positioning system locators 
in our wireless devices), and evolving personalization technologies. Once the promise of richness is 
delivered on and patient-incurred information costs (informational asymmetries) are eliminated from 

the system, we should reach a point at which the doctrine of informed consent becomes redundant.19  

Whatever information is delivered, increasingly it will be delivered by e-Health players other than 
doctors. Disintermediation, or removing the middleman, is too powerful an e-Commerce 

phenomenon to spare even the most traditional of information gatekeepers.20 Clearly, physicians 
already are experiencing disintermediation as vertical Web portals, drug manufacturers, and 
managed care organizations wage war on the Web for patient eyeballs and mouse clicks. In cases 
where informational inefficiencies persist, these traditional players will themselves be 

disintermediated by entirely new species of infomediaries, from auctions21 to aggregators,22 to 

buying "groups."23  

Medical information delivered through unfamiliar channels creates immensely difficult questions for 

health lawyers.24 The physical space medical malpractice system begins with identifying a 
physician-patient relationship. Yet, what is sufficient to trigger a relationship that gives rise to a duty 

of care in e-Health space?25 Daily, thousands of physicians are risking the creation of a physician-

patient relationship when they answer unsolicited e-mail.26 Still other physicians are making contact 

with patients through auctions, attracting speculation as to insurance coverage issues.27  

Assuming the absence of any traditional physician-patient relationship, what standards do we apply 
to health portals and others that offer advice? Physical space malpractice liability has been spared the 
perils of First Amendment analysis. Yet, in advice site cases, that will be only the beginning, as 

"commercial speech" arguments and statutory immunities28 face off.29 Health lawyers used to 
dealing with customs of the profession will now have to deal with competing e-Health codes of 

conduct30 and intriguing proposed technological "trustmark" solutions.31 So far, only relatively 

obvious predictions can be made.32 In a world of Direct-to- Consumer marketing of prescription 

drugs,33 the "learned intermediary" rule 34 becomes superfluous.35 And the fiction of the patient's 
legal relationship being with the physician rather than a treating institution, although a miraculous 
survivor of managed care, is unlikely to survive the information age's take on industrialized 

medicine.36  

While the physician is becoming at least partially disintermediated by advice sites, other Web-related 
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technologies seek to disaggregate traditional provider functions. As our homes become hard-wired to 
the internet, the "always on" nature of broadband access encourages the development of patient 

diagnosis and monitoring devices.37 These Web appliances will report data to diagnostic databases, 
essentially disaggregating the traditional functions of data collection and diagnosis. While this 
"ATM" model of medical care raises plenty of commercial and ethical issues for physicians, health 
lawyers will have to determine whether they are dealing with the sale of a product or the supply of a 

service, whether to apply strict products liability or professional negligence.38 Additional 
categorization questions will arise as on-line providers incorporate forms-based diagnostic tools on 
their sites.  

Once the physician and patient cease to occupy the same physical space, uncertainties may arise as 
to their identities. Clearly, some types of treatment will benefit from the anonymity inherent in a 
virtual space relationship: for example, psychotherapy without embarrassment and an increase in 

patient disclosure.39 However, the risks are considerable and include fraudulent qualifications, 

impersonation of professionals, and fraud by patients. As a result, digital identification40 and 

professional digital credentialling41 increasingly will become necessary accompaniments to 
physician on-line activity, potentially drawing certification authorities or other trusted intermediaries 
into the web of e-Health law.  

Physicality also has played a role in how we have protected patient data. A robust confidentiality 

duty42 has sufficed because physical space inefficiencies have restricted providers to collecting 
relatively discrete data sets. This changes dramatically as soon as providers have access to coherent, 
integrated data. Not surprisingly, system-wide privacy is now a major issue and health professionals 
and their counsel are awash in the meticulous detail of the Health Insurance Portability and 
Accountability Act regulations providing for "Privacy of Individually Identifiable Health 

Information."43 However, such technical rules are only the first step; our cultural and legal 
expectations must change and e-Health lawyers must turn their attention to protecting patient data 

throughout the healthcare delivery system.44  

E-Health, like other e-businesses, draws its vitality from the way it innovates, deconstructing 
traditional business models and relationships and constructing anew. As the health system reinvents 
itself to absorb e-Commerce business models, health lawyers are facing major reengineering 
challenges. As has been observed in a different context, "we must abandon conceptual systems 
founded upon ideas of center, margin, hierarchy, and linearity and replace them with ones of 

multilinearity, nodes, links, and networks"45 --a truism both for reconceptualizing the delivery of 
health services in the information age and a warning as to the level of legal reengineering that will be 
required before e-Health law can operate as an effective overlay.  
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