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1.       Introduction 

  
Policy in electronic business has become a way to express permissions and limitations in online 
transactions. Policy that often plays the role of general conditions is either directly or indirectly 
applied in electronic transactions to convey limitations and permissions to the transacting parties. 
Doctrine and standards have contributed to determining policy frameworks and making them often a 
matter of choice but on some cases mandatory like in the area of electronic signatures. Certification 
Authorities (CA) typically make policy available to subscribers and relying parties to designate 
limitations to the use of their certificates. Especially for the parties that rely on electronic certificates 
these limitations might have severe repercussions as they are not always part of the contractual 
framework and therefore they often lack the ability to directly claim against the CA. Furthermore, 
trade partners might also themselves use policies to put in place limitations to the way electronic 
signatures are accepted within their own user groups according to the requirements of the business 
model at hand. Large-scale transactions that involve the processing of electronic signatures in a 
grand scale within diverse applications promise to rely on policies to convey signature information in 
a transaction. Especially in the area of eGovernment services, where the notion of public interest 
exacerbates the need for transaction safeguards, policy has become a valuable yet flexible instrument 
to invoke regulation. This paper presents certain forms of policy that associate with electronic 
transactions. This paper argues that in order to enhance trust and transparency in eGovernment, 
policy can be additionally used in transaction environments addressing the application layer. 
Additional policy improvements and subsequent paradigms are required to make the case for an 
application layer policy that addresses the needs of mass scale electronic transactions, in pervasive 
environments, like those of eGovernment for example. The remainder of this paper discusses 
common concepts of policies, certain applications thereof and proposes a few thoughts for further 
improvements.  
  

2.       Background 
  
Electronic transactions have been proved valuable since the 1970, when a significant amount of 
effort was dedicated in the development of Electronic Data Interchange (EDI) systems. The 
evolution of EDI faced early enough the absence of standards, and corrective action was undertaken 
in several fora, including UN/EDIFACT. Open EDI, a variant thereof, is an example of a transaction 
framework that aims at using openly available structured data formats, which are delivered over 
open networks, and that were instigated by the advent of the Internet and the gradual phasing out of 
Value Added Network services. While the main goal of open EDI has been to enable short term or 
ad hoc commercial transactions among organisations (Kalakota et al., 1996) it has also aimed at 
lowering the entry barriers of establishing structured data links between trading partners by 
minimising the need for bilateral framework agreements among trade partners, known as interchange 
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agreements. One specific requirement of open EDI is to set up the operational and contract 
framework within which a transaction is carried out. Automating the process of negotiating and 
executing agreements regarding the legal and technical conditions for open EDI can significantly 
lower the entry barriers especially for non-recurrent transactions (Mitrakas, 2000).  
  
Large scale open EDI lost its day early enough due to the advent of web based commerce. In web 
based transactions the promise of open EDI can be put in practice through the eXtensible Markup 
Language (XML), which is a simplified subset of the Standard Generalized Markup Language that 
provides a file format for data representation, a schema to describe data structures and a mechanism 
to extend and annotate HTML with semantic information. Building on the model for open EDI, the 
Business Collaboration Framework is a set of specifications and guides, the centre of which is the 
UN/CEFACT and aims at further lowering the entry barriers of electronic commerce based on 
structured data formats. The need for flexibility and versatility to loosely couple applications and 
communication on the Internet has led to the emergence of web services. A web service is a 
collection of protocols and standards that are used to exchange data between applications. While 
applications can be written in various languages and run on various platforms they can use web 
services to exchange data over the Internet. Application areas of the above-mentioned standards 
include eGovernment transactions such as eInvoicing, eProcurement or other structured data 
interchanges that include citizen data interchanges among government agencies for tax purposes etc.  
  
Cross-sector public open transaction standards are essential to parties involved in electronic 
transactions. These standards also include formal descriptions of models of business procedures to 
specify classes of business transactions that all serve the same goal. A trade procedure stipulates the 
actions, the parties, the order and the timing constraints on performing actions (Lee 1996). In 
complex business situations transaction scenarios typically might belong to different trade partner 
that each one owns a piece of that scenario. Associating a scenario with a trade partner often requires 
electronic signatures. When a trade partner signs with an electronic signature she might validate or 
approve of the way that individual procedural components might operate within a transaction. The 
signatory of an electronic document or a transaction procedure depends on the performance of 
complex and, still to date, often opaque to the end user systems.  
 
Policy is defined as a set of principles that is used as a guide for action, especially in a government 
or business (www.wordsmyth.net). Policy is typically documented and contains the terms of an 
insurance agreement, for example. Policy denotes prudence or wisdom in the management of one’s 
own affairs based primarily on material interest (www.m-w.com). Policy is a high-level plan that 
embraces the strategic goals and acceptable procedures in an area of action. In its documented form, 
policy must be distinguished from procedure, which stands for a specified way to carry out an 
activity or a process. When a procedure is documented, the term “written procedure” or 
“documented procedure” is often used (ISO 9001:2000).  
  
Policy can be further detailed to specific application areas such as quality, information security, 
electronic signatures etc. Quality Policy for example, stands for overall intentions and direction of an 
organization related to quality as formally expressed by top management (ISO 9001:2000). In the 
area of electronic signatures, the ITU X.509 standard defines a certificate policy as a named set of 
rules that indicates the applicability of a certificate to a particular community and/or class of 
application with common security requirements. Certificate policies indicate the applicability of a 
certificate to a particular community for certificate usage and requirements on members of a 
community determined by geography (e.g. qualified certificates according to the requirements of 
Directive 1999/93/EC on electronic signatures and ETSI TS 101 456) or a vertical-market 
community, such as banking services. Another class of certificate policies refers to the applicability 
of a certificate to a class of application with common security requirements (RFC 3647).  
  
Trust in the procedure and the associated service provider is a requirement that ensures that the 
signatory eventually adheres to transparent contract terms that cannot be repudiated once they have 
been adhered to (Mitrakas 2003). Policy is therefore seen as a way to formalise a transaction by 

Page 3 of 11Soft law constraints in eGovernment

28/04/2005file://C:\unzipped\biletapapers\Soft%20law%20constraints%20in%20eGovernment.htm



highlighting those aspects of a transaction that are essential to bind the end-user (Mitrakas 2004). 
The immediate effect of using policies to convey limitations is that the party that relies on a signed 
transaction adheres to limitations imposed by such policy. Policy conveys limitations to a large 
number of users in a way that makes a transaction enforceable. While these limitations are mostly 
meaningful at the operational or technical level of the transaction they often have a binding legal 
effect and they are used to convey contractual terms. Although these terms are not necessarily legal 
by nature, they are likely to have a binding effect. Sometimes they can be more far reaching binding 
third parties, such as relying parties who validate electronic signatures. Limitations might be 
mandated by Law or merely by agreement like in the case of limitations of qualified signatures 
according to European Directive 1999/93/EC on a common framework for electronic signatures 
(ETSI TS 101 456). 
  
Policy can become binding in several ways that include terms and conditions or acts that have direct 
legal effect. General terms and conditions apply to an undetermined number of users and are 
typically invoked by means of agreement that quotes policy drafted in the first place. Policy treated 
as terms and conditions is used in private transactions like insurance, banking and the like. Services 
offered by eGovernment are invoked through applicable law; in this case policy is used to provide a 
level of detail that cannot necessarily be addressed by law due to the level of specificity and the 
technical aspects it presents the legislator with. Although policy typically reflects trade or transaction 
practices it often encompasses requirements that are specific to the application that it is used in. 
Early day electronic transactions, assume a trust framework upon which trading partners typically 
rely since previous contact might be absent. According to Fukuyama (Fukuyama 1995) trust is “the 
expectation that arises within a community of regular, honest, and co-operative behaviour, based on 
commonly shared norms on the part of the other members of that community.” Fukuyama sees trust 
as a social manifestation. The interpretation of the definition of trust, however, better contain no 
moral notion, since trust is a social phenomenon that does not distinguish between legal actions or 
other binding conditions. To Fukuyama, trust emerges as the result of such factors as previous 
acquaintance or satisfaction from existing relationship. A basic concern when building a 
transactions’ relationship is to define the level of mutual trust that may exist between the trading 
partners as a proportion of that relationship.  
  
If trust is not a mere manifestation of a social phenomenon, it must be based on concrete and 
measurable criteria that assess the level thereof that can be associated with a specific transaction or 
context. Trust that is based on the transparency of procedures and practices, must be, therefore, 
based on practices that are documented in policies, which on their own turn can be reviewed, audited 
and measured for compliance with a given standard. Much like other quality processes that seek 
acceptance trust in eGovernment, must be associated with policies that draw their applicability in 
either law or contract, preferably the former, especially in contexts like eGovernment. In several 
implementations of electronic signatures, policy has been directly linked to the law like in the case of 
the identity cards in Belgium that has been based on amendments of the law concerning population 
registers and the identity cards (Law of 19 July 1991 regarding the population registers and the 
identity cards and Law of 8 August 1983 regulating the National Register of Physical Persons). 
  
In the context of this paper, trust is invoked in a transaction by means of policy that crystallizes the 
conditions upon which certain trust invoking technologies such as electronic signatures, can be 
based. In electronic environments, in the absence of any previous acquaintance between the service 
provider and the end user, policy is the single piece of documented practices that can be used to 
reason about and comprehend the transactions framework. A transactions framework on its own turn 
may encompass of all business, consumer or administration related activities that are carried out 
electronically. It is understood, however, that although policy becomes useful in most transactions 
environments its true value is reserved for pervasive environments in which multiple transactions are 
carried out without consideration for the number of end users. Examples may include eGovernment 
transactions that are made available to a large and undetermined number of end users.  
  

3.       Policy Matters  
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Electronic signatures have been seen as a lynchpin of trust in electronic transactions. The subject matter of 
current electronic signature regulation addresses the requirements on the legal recognition of electronic 

signatures used for non-repudiation and authentication. (Adams et al., 1999). Non-repudiation is addressed 
in both technical standards such as X.509 and legislation. Non-repudiation addresses the requirement for 
electronic signing in a transaction in such a way that an uncontested link to the declaration of will of the 
signatory is established. Non-repudiation is the attribute of a communication that protects against a successful 
dispute of its origin, submission, delivery or content (Ford et al., 2001). From a business perspective non-
repudiation can be seen as a service that provides a high level of assurance on information being genuine and 
non-refutable (Pfleeger, 2000). From a legal perspective non-repudiation in the meaning of the Directive 
1999/93/EC on a common framework on electronic signatures, has been coined by the term, qualified 
signature that is often used to describe an electronic signature that uses a secure signature creation device and 
supported by a qualified certificate (Mitrakas 2003). A qualified signature is defined in the annexes of the 

Directive and is granted the same legal effect as hand-written signatures where law requires them in 
the transactions.  
  
While policy aims at invoking trust in transactions to ensure transparency and a spread of risk among 
the transacting parties it is also a unilateral declaration of will of the policy issuer to complement 
conditions pertaining to the broader transaction frameworks. Policies can be seen as guidelines that 
relate to the technical organizational and legal aspects of a transaction and they are rendered 
enforceable by means of an agreement that binds the transacting parties. In some transaction 
frameworks, however, policy might be mandated directly by law. Such is the case of policies used 
within the context of the European Tachograph system, or member state identity card deployments 
etc (See for example, The Council Regulation of the Tachograph System 2135/98 of 24 September 
1998, OJ L274, 09.10.98). In all these cases while the law prescribes the hard conditions of the 
application of the regulatory framework, policy sets out the operational environment that render the 
hard-coded conditions ultimately applicable.  
  
In Public Key Infrastructure (PKI), a CA typically uses policy in the form of a certification practice 
statement (CPS) to convey legally binding limitations to certificate users, being subscribers and 
relying parties. A CPS is a statement of the practices that a CA employs in issuing certificates (ABA, 
1996). A CPS is a comprehensive treatment of how the CA makes its services available and 
delimiting the domain of providing electronic signature services to subscribers and relying parties. A 
certificate policy (CP) is some times used together with a CPS to address the certification objectives 
of the CA implementation. While the CPS is typically seen as answering “how” security objectives 
are met, the CP is the document that sets these objectives (ABA 2001). A CP and a CPS are used to 
convey information needed to subscribers and parties relying on electronic signatures in order to 
assess the level of trustworthiness of a certificate that supports an electronic signature. By providing 
detailed information on security and procedures required in managing the life cycle of a certificate, 
policies become of paramount importance in transactions. Sometimes, a Disclosure Statement distils 
certain important policy aspects and se`rvices the purpose of for notice and conspicuousness of 
communicating applicable terms (ABA 2001). The Internet Engineering Task Force (IETF) has 
specified a model framework for certificate policies (RFC 3647). The current RFC 3647 replaces and 
substitutes the previous model known as RFC 2527 to provide additional framework requirements to 
drafters and auditors of policy.   
  
Assessing the validity of electronic signatures is yet another requirement of the end-user most 
importantly, the relying parties. A signature policy is used by relying parties to describe the scope 
and the use of an electronic signature with a view to address the operational conditions of a given 
transaction context (ETSI TR 102 041). A signature policy is a set of rules under which an electronic 
signature can be created and determined to be valid (ETSI TS 101 733). A signature policy 
determines the validation conditions of an electronic signature within a given context. A context may 
include a business transaction, a legal regime, a role assumed by the signing party, etc. In a broader 
perspective, a signature policy can be seen as a means to invoke trust and convey information in 
electronic commerce by defining appropriately indicated trust conditions. In signature policies it is 
also desirable to include additional elements of information associated with certain aspects of 
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general terms and conditions to relate with the scope of the performed action as it applies in the 
transaction at hand (Mitrakas, 2004}. A signature policy might, therefore, include content that relates 
it to the general conditions prevailing in a transaction, the discreet elements of a transaction 
procedure as provided by the various parties involved in building a transaction as well as the 
prevailing certificate policy (ETSI TS 102 041).  
  
Trade parties might use transaction constraints to designate roles or other attributes undertaken to 
carry out an action within a transaction framework. Attribute certificates are used to convey such 
role constraints and are used to indicate a role, a function or a transaction type constraint. Attribute 
policies are used to convey limitations associated with the use and life cycle of such attributes (ETSI 
TS 101 058).  
  
Processing signed electronic invoices is a case area of using policies. By means of a signature policy 
the recipient of an invoice might mandate a specific signature format and associated validation rules. 
The sender of the invoice might require that signing an invoice might only be carried out under a 
certain role; therefore, an attribute certificate issued under a specific attribute policy might be 
mandated. This attribute policy will complement the certification practice statement that the issuer of 
electronic certificates will make available. It is expected that certificate policies shall determine 
some of the requirements to make a signature policy binding (Mitrakas, 2003).  
  

4.       Binding E-government Policies  
  
Communicating and rendering policies binding has been an issue of significant importance in 
electronic transactions. Inherent limitations in the space available for digital certificates dictate that 
policies are often conveyed and used in a transaction by incorporating them by reference (Wu, 
1998). Incorporation by reference is to make one message part of another message by identifying the 
message to be incorporated, providing information which enables the receiving party to access and 
obtain the incorporated message in its entirety, expressing the intention that it be part of the other 
message (ABA, 1996). The incorporation of policies for electronic signatures into the agreement 
between signatory and recipient can takes place by referencing the intent to use such policy in 
transactions. When the recipient accepts the signed document of the signatory, he implicitly agrees 
on the conditions of the underlying signature policy. In practice, incorporating policy into the 
agreement between signatory and recipient can also be effected by: 

•        Referring to a policy in a parties’ agreement that explicitly refers to such policy. 

•        Accepting a signed document and implicitly agreeing on the conditions of the underlying 
policy although this option might be more restrictive in case of a dispute.   

  
An issue arises with regard to how and under which conditions a particular policy framework can be 
incorporated into an agreement of a signatory in a way that binds a relying party, regardless of its 
capacity to act as consumer or a business partner. Incorporation of contract terms into consumer 
contracts and incorporation of contract terms into business contracts follow different rules. 
Incorporation by reference in a business contract is comparatively straightforward, whereas in a 
consumer contract stricter rules have to be followed as mandated by consumer protection 
regulations. Limitations to the enforceability of legal terms that are conveyed by means of policy are 
applied as a result of consumer protection legislation. In Europe, consumer protection legislation 

includes 
the Council Directive 93/13/

EC on unfair terms in consumer contracts, 
Dir

e
ctive 97/7/E

C
on the protection consumers in distance transactions and Directive 1999/44/EEC on certain aspects 

of the sale of consumer goods and associated guarantees (Hoernle et al., 2002). 
In an effort to pro-

actively 
I
mplement

 these legal requirements service providers strive to set up specific consumer 
protection frameworks (GlobalSign, 2004).  
  
Sometimes the scope of the underlying certificate policy frameworks is to equip the transacting 
parties with the ability to use a certificate as evidence in a court of law. It is necessary to also 
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provide transacting parties with assurance that allows certificate to be admitted in legal proceedings 
and that it provides binding evidence against the parties involved in it including the CA, the 
subscriber and relying parties (Reed, 2000). Qualified electronic signatures in the meaning of the 
Directive 1999/93/EC establish a rebut table presumption that reverses the burden of proof. In other 
words the Court may at first admit a signature that claims to be qualified as an equivalent of a hand-
written signature. The counter party is allowed to prove that such signature does not meet the 
requirements for qualified signatures, and could, therefore be insecure for signing documents 
requiring a hand-written signature (UNCITRAL, 2000). To further answer the question of 
admissibility it is necessary to examine the admissibility of electronic data as evidence in court, 
which is a matter that has been addressed in the Directive 2000/31/EC on electronic commerce. 
Consequently, electronic data can be admitted as evidence as long as certain warranties are provided 
with regard to the production and retention of such data. In assessing the reliability of a certificate a 
Court will have to examine the possibility of a certificate being the product of erroneous or 
fraudulent issuance and if is not, the Court should proclaim it as sufficient evidence against the 
parties involved within the boundaries of conveyed and binding policy.  
  
In addition to the requirements associated with policy for electronic signatures, the use of 
information security mandates policy frameworks that introduce constraints in bilateral relationships. 
Information security policy is typically addressed through voluntary frameworks imposed by the 
transacting partners themselves. These frameworks include policies and agreements that aim at 
setting up the conditions for information security safeguards within an organisation, or in transaction 
frameworks. At a bilateral level, transacting parties use service level agreements to specify the 
quality service they seek from their provider and ensure availability rates for their applications. Quite 
often, however, parties might set up security frameworks, which are activated by means of 
subscriber agreements executed individually. In this later example the service can be a generic one 
that does not necessarily often a high degree of customisation.  
  
Additional measures such as internal policy drafting and mapping, audit and control of enforcement 
are also essential to support a security framework (Clarke 2000). An approach to information 
security includes:  

� The detection and recognition of a threat and the risks it poses through an appropriate threat 
analysis and risk assessment.  

� A strategy on a security plan and subsequent implementation.  
� An audit of the implemented security plan.  

  
Awareness programmes across the enterprise also aim at bringing staff up to speed with the security 
policy requirements of the organisation at hand.  
  
Information security can be assured by supporting policies through appropriate international 
standards (ISO 2000). Regardless of the form information takes, or means by which it is shared or 
stored, it should always be appropriately protected. The ISO standard known as ISO 17799 gives 
recommendations for information security management for use by those who are responsible for 
initiating, implementing or maintaining security in their organization. It is intended to provide a 
common basis for developing organizational security standards and effective security management 
practice and to provide confidence in inter-organizational dealings. Besides businesses and financial 
institutions, the ISO 17799 has also been recognised for its robustness by several governments that 
use it as reference to their specific needs in on line communications (Deprest et al. 2003).   
  
A properly drafted security policy framework is a way to mitigate risks and prepare the organisation 
in a way that if a disaster strikes, sufficient measures have well been put into place. Information 
security policies and procedures, incident response plans to manage risk, disaster recovery and 
business continuity plans and certification practice statements are all items that play an increasingly 
more important a role in determining the potential exposure of an organisation to risk (Kiefer et al. 
2004). Insuring for the unexpected is an additional precaution that has further to be considered.  
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A security policy is the most critical element of a security program.  A security policy identifies the 
rules and procedures that all persons accessing computer resources must adhere to in order to ensure 
the confidentiality, integrity, and availability of data and resources.  Furthermore, it puts into writing 
an organization’s security posture, describes and assigns functions and responsibilities, grants 
authority to security professionals, and identifies the incident response processes and procedures. 
The security-related decisions of an organisation determine how secure an information resource is as 
well as the conditions of its use. Voluntary security frameworks are binding to the extent that this is 
the intent of the parties involved. Breach of warranty in a publicised or otherwise security policy is a 
breach of an obligation that is likely to result into the party involved paying damages. From a legal 
viewpoint a security policy supports the following requirements:  

� Communicates clear and concise security related information in a way that binds the 
organisation that issues it.  

� Makes enforceability possible  
� Identifies the areas of responsibility for users, administrators, and management by means of 

which the consequences of non-compliance are determined.  
� Strives to meet or meets the requirement to protect certain rights (e.g. privacy) while balancing 

internal productivity goals.  
� Is enacted by a senior official (e.g., Government Agency, CEO etc.) and therefore, binding 

towards third parties.  
  
From a legal standpoint the components of a security policy are modified to the type and corporate 
goal of an organization. Typical elements of a security policy include the following: 

•        Security Definition: A security policy includes a well-defined security vision for the 
organization. The security vision should be clear and concise and convey to the readers the 
intent of the policy like for example ensuring the confidently, integrity, and availability of 
data and resources through the use of effective and established security processes and 
procedures. The security policy definition should address why the security policy is 
implemented and what the corresponding mission entails according to the mission and the 
business goals of the organization.  

•        Enforcement: A security policy identifies how the security policy will be enforced and how a 
security breach or misconduct is handled. This requirement is necessary in order to ensure 
that incidents are handled in an appropriate manner while the security policy remains binding 
across the organization.  

•        User Access to Computer Resources: This is a necessary requirement with regard to the roles 
and responsibilities of users accessing resources on the organization’s network. This section 
ties organizational procedures to individual roles and aims at controlling the acts or 
omissions of the human factor in secure processes. Additionally, some organizations may 
require that other organizations meet the terms and conditions identified in the organization’s 
security policy before they are granted access.  

  
The Information Security Committee of the American Bar Association has greatly contributed to 
giving legal content to general requirements in the area of electronic signatures and information 
security. The “PKI Assessment Guidelines” (PAG) were published in 2001 and they followed on the 
success of the “Digital Signature Guidelines” of 1996. The PAG is directed mostly to parties 
implementing or auditing electronic signature services. However, the PAG also addresses the 
requirements of privacy, confidentiality and security. With regard to privacy the PAG refers to a 
reasonable expectation that personally identifiable information and sensitive information will only be 
collected and used only for the purposes for which it was collected and not disclosed without the 
opportunity to exercise some choice regarding use of the information. With regard to confidentiality 
the PAG refers to the reasonable expectation that information will not be viewed or accessed or 
viewed by unauthorized parties. Security includes the technological measures taken to prevent theft, 
disclosure, improper use, and/or unauthorized access to information. 

  
5.       Future Trends 
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While case law is expected to further enhance and determine the conditions regarding the 
admissibility and evidential value of policy frameworks in transactions based on electronic 
signatures additional features such as the use of object identifiers (OID) and hashing are expected to 
further enhance the certainty required in accepting policies. Remarkably, to date there has been little 
done to address uniformly the practical aspects of identifying individual policies and distinguishing 
among the versions thereof. Beyond determining OIDs, additional effort is required to address 
methods to represent delta policies, third party policy repositories and generally applicable terms. 
Additionally, mapping and reconciling policy frameworks in overlapping transactions also threaten 
transactions, which are based on the use and acceptance of varying terms. A typical hard case might 
involve for example overlapping policy conditions, which apply to certificates issued by different 
CAs. The situation is exacerbated if those CA do not have the means to recognise one another, while 
they issue certificates that can be used in the same transaction frameworks (ETSI TS 102 231). 
Although such certificates may well be complementary to a transaction framework the varying 
assurance levels they provide might threaten the reliability of the transaction framework as a whole. 
The immediate risk for the transacting parties can be an unwarranted transaction environment that 
threatens to render otherwise legitimate practices unenforceable. Reconciling the methods used 
across various electronic signing environments is likely to contribute to creating Trust in electronic 
business.  
  
An additional area of future attention should address policy frameworks related to the application 
layer in a transaction. As present day requirements for transparency are likely to be further raised it 
is expected that online applications will increasingly become more demanding in explaining to the 
end user what they do and actually warranting the performance. To date general conditions and 
subscriber agreements cover part of this requirements, however it is further needed to provide 
comprehensive description of the technical features and functionality of the online application. In 
electronic business consumers and trade partners are likely to benefit from it. The requirements for 
an application layer policy are exacerbated by the burgeoning reliance on third party services in 
order to provide a comprehensive transaction framework. While the end user provider might focus 
on the mere provision of a brand name for the service the tendency is to hide the underlying 
functionality from the end user. The service provider does rely, however, on third party providers 
that support various components of the application platform. The end user would have much better a 
treatment if such components were comprehensively presented and the constraints of the 
implemented architecture were better explained. The immediate benefit would be that the technical 
and service features pertinent to the end user could be turned to criteria for the selection of the 
optimal service that meets the end user requirements. Application layer policy can become an 
instrument to invoke transparency and control to often-opaque application environment.  
  
A particular field of interest for the end users is related to eGovernment services that are often made 
available on a mandatory basis. In eGovernment it is still required to enhance the features that 
invoke trust and safety to the benefit of end users. Policies for the application layer are likely to 
become more in demand in eGovernment applications where the requirement for transparency in the 
transaction is even higher than in electronic business (Mitrakas 2005). Finally, specifying policies 
further to meet the needs of particular application areas, groups or organisations are additional 
expectations, like for example in the areas of eProcurement, eInvoicing etc. In eGovernment it is 
expected that interoperability will be enhanced through best practices and standards regarding policy 
in specific vertical areas.  
  
Typical content for an application layer policy may include aspects associated with the kinds of 
underlying services that are involved, the profile of the providers that make these services available, 
architectural premises, disclosures with regard to data bases, personal data, validation services as 
well as liability or warranty that might be offered to the end user. The scope of application layer 
policy is to contribute to the transparency of the application platform that might ultimately lead to 
trust and legal safety.   
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6.       Conclusion 
  
While policies emerge as a necessary piece in the puzzle catering for legal safety and trust in 
electronic transactions, policies still have repercussions that reach well beyond the scope of single 
transaction elements and procedures in isolated applications. Formal policy frameworks require 
additional attention to ensure that apparently loosely linked policy elements do not threaten to 
overturn the requirements of transaction security and legal safety, which are the original objectives 
of using policy frameworks. Electronic transaction frameworks for diverse application areas benefit 
from the processing of data on the basis of policy invoked constraints among the parties involved. 
Large scale processing that requires policy to convey operational and legal conditions in electronic 
transactions benefits from such combination of policy instruments as certificate polices, signature 
policies, attribute certificate policies etc., to enhance the outlining of the transaction framework and 
allow the transacting parties to further rely on electronic business to carry out binding transactions. 
An application layer transaction policy can be a useful addition that adds transparency and hence, 
trust to large eGovernment transaction frameworks. In eGovernment transactions, law provides the 
necessary binding link to policy in order to render it applicable in a given framework. Further to 
policies frameworks that benefit from binding legal regulations, standardisation must further address 
aspects that pertain to the actual implementation of policy in order to render their application more 
realistic and customisable according to specific application areas. Policy is a flexible instrument that 
can lift the burden of resorting to more intensive forms of regulation in eGovernment transactions. 
Addressing certain pertaining aspects of it is a requirement that can signal a step forward.  
  

NOTE 
  
This paper expresses the personal views of the author. The author acknowledges the project eMayor 
(www.emayor.org), jointly funded by the European Commission (IST-2003-507217) and Cybertrust 
for part of the research presented in this paper.  
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