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1.     Introduction 

  
“eEurope” sets a new goal for the European Union-to become the most competitive knowledge-
based society in the world by 2010. The aim is to ensure everyone in the European Union - every 
citizen, every school, every company, and every administration - has access to the new information 
and communication technologies and exploits them as fully as possible.  One of the top priorities for 
eEurope 2002 was to modernise the rules and regulations governing Internet access and to create a 
single market for all telecommunications services. So in 2002 the EU formally adopted a new 
regulatory framework to simplify and streamlining the legislative framework in order to liberalised 
telecoms and improve the quality of services. The Directive on Privacy and Electronic 
Communications (E-Privacy Directive) 2002 is the latest piece of legislation to be added to the 
package that includes four other core directives. It was to be incorporated into the EU Member 
States’ law by 31 October 2003.  
  
The European Commission has adopted, on 7 December 2004, its annual report on the 
implementation of the EU electronic communication package. The report states that as at the end of 
October 2004, 20 of the EU’s present 25 Member States have notified the Commission that they 
have adopted primary legislation transposing the package. The report also states that the Commission 
has launched infringement proceedings for non-notification against five - Belgium, Czech Republic, 
Estonia, Greece and Luxembourg, and proceedings are pending before the European Court of Justice 
against Belgium, Greece and Luxembourg.  
  
The Enterprise and Information Society Commissioner, Erkki Liikanen said: “We are determined to 
keep up the pressure on those Member States that have yet to implement the legislation they have 
signed up in 2002. This Directive is vital to ensure that privacy and data protection are assured in an 
on-line world”. The E-Privacy Directive sets EU-wide rules for the protection of privacy and 
personal data in mobile and fixed communications. The Directive is a key element in the new 
regulatory framework for electronic communications. It will strengthen consumer confidence in e-
commerce and electronic services, which is a prerequisite for sustainable growth in the sector. 
  
The three most debated issues and may have significant impacts on the consumers regarding the E-
Privacy Directive are: data retention, spam, and cookies.  This paper deals with cookies. It discusses 
the rules and regulations concerning cookies as provided for in the Directive and its implementation 
in the UK. Before doing so, it generally lays down the international and regional instrument on 
privacy and data protection. The paper also critically examines and assesses the level of compliance 
by the industry in the UK, particularly the banks that offer online banking services. 
  

2.     Privacy and Data Protection: International and Regional Instruments  
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-conditions for development of the information society is for users to have confidence or “trust” in 
the reliability, security, and integrity of electronic communications systems and computerised 
information processing systems. Individuals will not readily use networks or systems they do not 
trust[1]. In the absence of trust, individuals will refuse to disclose personal information, or they will 
give false information. One crucial component of the trust framework is privacy protection[2]. 
  
Information privacy or data protection is not about keeping personal information secret; rather it is 
about creating a trusted framework for collection, exchange and use of personal data in commercial 
and governmental contexts. Data protection laws permit, and even facilitate, the commercial and 
governmental use of personal data while providing to individuals: (1) control over what to disclose; 
(2) awareness of how their personal data will be used; (3) rights to insist that data are accurate and 
up-to-date; and (4) protection when personal information is used to make decisions about a person
[3]. 
  
Privacy is a fundamental human right. It underpins human dignity and other values such as freedom 
of association and freedom of speech. It has become one of the most important human rights of the 
modern age[4]. Privacy is recognised around the world in diverse regions and cultures. It is protected 
in the Universal Declaration of Human Rights, the International Covenant on Civil and Political 
Rights, and in many other international and regional human right treaties. 
  

2.1     The OECD Privacy Guidelines 

  
Twenty-five years ago the Organisation for Economic Cooperation and Development (OECD) 
concluded that privacy protection was an important human right but that inconsistent national 
privacy laws might slow the realisation of the economic and social benefits of the Information Age. 
In 1980, an international team of experts convened by the OECD developed a set of Privacy 
Guidelines, consisting of definitions, eight Privacy Principles, and enforcement approaches in the 
OECD Guidelines on the Protection of Privacy and the Transborder Flows of Personal Data. This 
OECD Guidelines set out eight basic Privacy Principles: 
  

� Collection Limitation. There should be limits on data collection, and data should be obtained 
by fair and lawful means and, where appropriate, with knowledge or consent of the data 
subject.  

� Data Quality. Data should be relevant to the purposes for which it is collected and should be 
accurate, complete, and up to date.  

� Purpose Specification and Notice. The purpose for which data are collected should be 
provided to the data subject no later than at the time of collection; the subsequent use of data 
should be limited to those and other “not incompatible” purposes.  

� Use limitation. Data should not be disclosed or used except for purposes specified in the notice 
unless the data subject consents or the law requires disclosure.  

� Security. Requires “reasonable” safeguards for personal data.  
� Openness. Requires openness about practices and policies regarding personal data; it should 

made easy to identify a data controller, how to reach it, the kinds of data it collects and the 
main purposes of that collection.  

� Access. Requires “reasonable” access by a person to data collected, or information about that 
data, and the right to challenge, including requiring erasure of inaccurate data.  

� Accountability. The data “controller” should be accountable for complying with the 
protections and should be liable for harm.  

  

2.2     The 1995 EU Data Protection Directive 

  
April, 2005, Queen's University of Belfast 
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 The 1995 EU Data Protection Directive requires EU member states to enact national data protection 
laws complying with the Directive’s standards. The Directive adopts the eight Privacy Principles of 
the OECD Guidelines. The Directive, however, makes several important changes or additions to the 
OECD Guidelines[5]: 
  

•        It creates a “legitimacy” principle, prohibiting any data processing operation that does not 
have a legitimate purpose (or unambiguous consent of the individual) within defined 
criteria. In doing so, the Directive requires a regulatory scheme in which national authorities 
retain the power to challenge or review any processing operation. 

•        It interprets the Openness Principle to require national registration of databases and data 
controllers. 

•        It promotes the free flow of information only between and among EU member states. Cross 
border transfer to other countries is prohibited unless the other country is found to provide 
an “adequate” level of protection, subject to certain exceptions. 

•        The Directive specifically requires member states to encourage use of codes of conduct, 
providing a means to limit discretionary exercise of authority and a flexible means to update 
national interpretation.  

  

2.3     The APEC Privacy Framework 

  
The APEC economies[6] (Asia-Pacific Economic Cooperation) in November 2004 endorsed the 
Privacy Framework. Several aspects of the APEC Framework are worth noting here: 
  

� Recognises “reasonable expectation” of privacy but gives greater emphasis to the benefits of 
participation in a global information economy.  

� Specifically endorses “proportionality” in national regulation. Regulation and remedy should 
be proportional to the likelihood and significance of harm to an individual.  

� Focuses on what it calls “core fundamentals” of the OECD Guidelines and on the use of the 
Internet itself to provide notice, consent, and control.  

  
The Framework endorses the Collection Limitation, Data Quality, and Security Principles. It 
emphasises the usefulness of providing individuals with mechanisms of choice (opt-out). The 
Framework recognises the importance of “legitimate expectation” of privacy, encourages a 
combination of legislative, administrative, and industry self regulatory measures as well as 
educational efforts by the member economies. The application of the Framework is limited in the 
case of publicly available data. 
  
Criticisms of the APEC Privacy Framework emphasise that they do not even meet the 20 year-old 
OECD standard, whereas they should include some significant strengthening where the OECD 
Guidelines are now too weak. The Australian Privacy Foundation (APF) and the Asia-Pacific 
Privacy Charter Council (APPCC) have both identified several key weaknesses[7]. 
  

3.     Cookies, Privacy, and Data Protection  
  
A cookie is a piece of information in the form of a very small text file that is placed on an Internet 
user’s hard drive. They are generated by a web page server, which is basically the computer that 
operates a website. Cookies usually contain a name, a value, expiration date, and the site that it came 
from. The information the cookie contains is set by the server and it can be used by that server 
whenever the user visits the site. A cookie can be thought of as an Internet user’s identification card, 
which tell a web site when the user returned. Cookies for the Internet were originally developed in 
1995 by the Netscape Communications Corporation. The word “cookie” comes from “magic cookie”
a term in programming languages for a piece of information shared between co-operating pieces of 
software. The choice of the word cookie appears to come from the American tradition of giving and 
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sharing edible cookies[8]. According to one commentator[9]: 
  

Cookies are pieces of information generated by a web server and stored in the user’s 
computer, ready for future access. Cookies are embedded in the HTML information 
flowing back and forth between the user’s computer and the servers…. Essentially, 
cookies make use of user-specific information transmitted by the web server onto the 
user’s computer so that the information might be available for later access by itself or 
other servers. 

  
The first batch of cookies were originally cooked up as simple mechanism to help make it easier for 
users to access their favourite web sites without having to go through a lengthy process of identifying 
themselves every time they visit.  According to the noble purposes of the original Netscape Web 
browser standard, cookies exist by default only for the duration of the actual web browsing session
[10]. Once the user exits the browser, cookies acquired during the session are deleted. In addition 
cookies, by default, can only be accessed by the web server and the web page that stored the cookie in 
the first place[11]. Unfortunately, the original intent of the cookie has been subverted by some 
unscrupulous entities who have found a way to use this process to actually track the visitors
movement across the web[12]. 
  
Cookies make the interaction between users and website faster and easier. Websites use cookies 
mainly because they save time and make the browsing experience more efficient and enjoyable[13]
The common uses of cookies include the ability of the web servers to determine how many and how 
often individuals visit their site, store user preferences (customisation), and implement shopping carts 
and “quick check out” option for consumers. Cookies are also extremely beneficial to many web sites 
that depend on advertising, since these small files allow the sites to determine what advertisements are 
being clicked on and seen by users. Finally, according to Doubleclick, cookies also prevent users from 
repeatedly seeing the same advertisement over and over by keeping track of how many times a user 
has been shown a banner at any website on which Doubleclick customers advertise. 
  
The UK Interactive Advertising Bureau (IAB) states that it is a myth that cookies are bad for privacy. 
According to the IAB, cookies are a friendly Internet tool primarily used by the advertising and e
commerce industry to make surfing easier and quicker[14]. They have several roles, none of which 
can compromise user’s privacy: (1) protection-to ensure a user that he is a genuine visitor and not 
someone else using his password; (2) authenticate and speed up the user identification and e
commerce transaction; (3) recognise preference e.g. remember user names and passwords for 
websites; and (4) cap the frequency of ad serving and to make sure that advertisements are rotated and 
not duplicated during any one visit to a site. The IAB sates[15]: 
  

Because cookies are just harmless files, or keys, they cannot look into your computer 
and find out information about you, your family, or read any material kept on your 
hard-drive. Cookies simply unlock a computer’s memory and allow a website to 
recognise users when they return to a site by opening doors to different content or 
services. It is technically impossible for cookies to read personal information. 
  

Despite the fact that cookies can enhance a user’s Internet experience, privacy advocates object to 
cookies for a wide variety of reasons. While advocates of cookies point to the benefits, privacy 
advocate allege everything from invasion to privacy to stalking. Ian Bourne, the Strategic Policy 
Manager at the Information Commissioner Office, in commenting that users be given the right to 
opt-out, said, “There is a basic transparency problem, but we think that if some one uses a cookie [or 
similar device] that profiles the user, then it is an invasion of privacy. Users should have the right to 
say no”[16]. 
  
The problem with the use of cookies are that many users are unaware of cookies and the fact that their 
information being collected, that information were collected without knowledge or consent of the user, 
and the information collected being used for direct marketing purposes.  According to the Department 
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of Attorney General of the State of Michigan: 
  
Online advertising and trading companies use web technology called “cookies” to track 
your browsing behaviour across web sites overtime. These web sites have the ability to 
collect, analyse, and combine your information and compile profiles about you and 
your interest, all without your knowledge or consent. 
  

Thus, whether there is data protection implications in the use of cookies depend largely on what the 
cookie is designed to do. The least invasive type of cookies simply detects if someone has 
previously visited a site so that their preferences in relation to the site can be re-set[17]. Other 
cookies will report back to a site all of user’s activities on the site including pages visited, products 
bought, etc. In many cases the use of cookies will amount to the collection of personal data on a user 
and will therefore have data protection implications[18]. The most significant implications will be 
ensuring that any personal data is processed (collected) fairly and lawfully and that relevant data 
subject is provided with the specified information[19]. If the personal data gathered by cookies is 
subsequently used for the purposes of direct marketing then the data subject will have the right to 
object under section 11 of the UK Data Protection Act 1998 (DPA)[20]. More importantly, the 
Privacy and Electronic Communications (EC Directive) Regulations 2003 prohibits the use of 
personal data for direct marketing purposes unless prior consent of the data subject has been 
obtained. 
  
The DPA lays down other specific conditions that must be met to process personal data. These 
include that personal data must only be collected for specified, explicit and legitimate purpose; no 
further processing which is incompatible with the original, legitimate purpose is permitted; 
processing must be adequate, relevant and not excessive in relation to the purpose; and data must not 
be stored for longer than is necessary, etc. If personal data is collected and processed online, the 
Article 29 Working Party has recommended a set of minimum set of obligations for the data 
controllers to follow to ensure the observance with the Data Protection Directive[21]. Commenting 
on the impact of cookies on the Data Protection Directive, which is implemented in the UK by the 
DPA, Viktor Mayer-Schonberger wrote[22]: 
  

Given such a rigid data protection regime, focusing clearly on access restriction and 
user transparency, almost all features and aspects of the cookie concept can be used to 
violate the directive’s principles. Cookies make unwitting and automatic access to 
personal data possible. …. Thus, even plain cookie implementations violate the data 
protection norms set forth in the Directive on a number of different and interconnected 
levels. The simple use of cookies poses serious legal problems vis-à-vis the European 
national data protection norms, exemplified by reference to the Directive on data 
protection. 

  

4.     Rules on Cookies in the E-Privacy Directive  
  
Recital 24 of the E-privacy Directive recognises the use of cookies as part of the private sphere of the 
users requiring protection under the European Convention for the Protection of Human rights and 
Fundamental Freedoms. Thus, “The use of such devices should be allowed only for legitimate 
purposes, with the knowledge of the users concerned”. Recital 25 states, “However, such devices, for 
instance so-called cookies, can be legitimate and useful tool…where such devices, for instance 
cookies, are intended for a legitimate purpose, such as to facilitate the provision of information society 
services, their use should be allowed on condition that users are provided with clear and precise 
information in accordance with directive 95/46/EC about the purposes of cookies or similar device…
Users should have the opportunity to refuse to have a cookie or similar device stored in their terminal 
equipment”.  Article 5(3) of the E-Privacy Directive provides: 
  

Member States shall ensure that the use of electronic communications networks to store 
information or to gain access to information stored in the terminal equipment of a 
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subscriber or user is only allowed on condition that the subscriber or user concerned is 
provided with clear and comprehensive information in accordance with Directive 
95/46/EC, inter alia about the purposes of the processing, and is offered the right to 
refuse such processing by the data controller.  

  
The combined effect of the Recitals 24, 25 and Article 5(3) is that:  (1) cookies may only be used for 
legitimate purposes; (2) the subscriber or user concerned must be provided with clear and 
comprehensive information about the purposes of the processing. This information must be provided 
in accordance with the Data Protection Directive, which includes the requirement to state the data 
controller’s identity; the purposes of processing; and any other information that, in the particular 
circumstances, is required to make the processing fair; (3) the subscriber or user concerned must be 
offered the right to refuse a cookie; (4) the information/opt-out opportunity may be offered on a one
off basis covering the initial connection and any further use of the cookie; (5) the method for 
providing the information and dealing with the opt-out should be made as user-friendly as possible; 
and (6) services can be conditional upon acceptance of a cookie, if used for a legitimate purpose.
Besides, the Article 29 Working Party has recommended that the data controller will have to mention 
clearly the existence of automatic data collection procedures (cookies) before using such a method to 
collect any data[23].  
  

5.     E-Privacy Directive: Its Implementation in the UK 
  
The E-Privacy Directive is implemented in the UK by Privacy and Electronic Communications (EC 

Directive) Regulations 2003 (hereafter Regulations) which came into effect on 11th December 2003
Regulation 6 provides:  
  

(1)   Subject to paragraph (4), a person shall not use an electronic communications 
network to store information, or to gain access to information stored, in the terminal 
equipment of a subscriber or user unless the requirements of paragraph (2) are met.

(2)   The requirements are that the subscriber or user of that terminal equipment- 
  

(a)       is provided with clear and comprehensive information about the purposes 
of the storage of, or access to, that information; and 

(b)      is given the opportunity to refuse the storage of or access to that 
information. 

(3)   Where an electronic communications network is used by the same person to store 
or access information in the terminal equipment of a subscriber or user on more 
than one occasion, it is sufficient for the purposes of this regulation that the 
requirements of paragraph (2) are met in respect of the initial use. 

(4)   Paragraph (1) shall not apply to the technical storage of, or access to, information- 
  

(a)       for the sole purpose of carrying out or facilitating the transmission of a 
communication over an electronic communications network; or 

(b)      where such storage or access is strictly necessary for the provision of an 
information society service requested by the subscriber or user. 

  
The Information Commissioner has published guidance that provides his interpretation of the rules of 
the Regulations[24]. He reminded the service providers of the implication of cookies on data 
protection.  The Information Commissioner states, “Where the use of a cookie type device does 
involve the processing of personal data, service providers will be required to ensure that they comply 
with the additional requirements of the DPA 1998. This includes the requirements of the third data 
protection principle which states that data controllers shall not process data that is excessive”[25]. 
  
The Directive seems to provide little guidance as to what information need to be provided to the user.
So does the Regulations. Article 5(3) simply states “that the subscriber or user concerned is provided 
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with clear and comprehensive information in accordance with Directive 95/46/EC, inter alia about the 
purposes of the processing”. The Data Protection Directive is specifically referred to in this provision 
and many other provisions of the E-Privacy Directive.  So the information provided to the users must 
be sufficient to enable a user to make an informed decision to the use of cookies. The Information 
Commissioner states[26]: 
  

The Regulations are not prescriptive about the sort of information that should be 
provided but the text should be sufficiently full and intelligible to enable individuals to 
gain clear appreciation of the potential consequences of allowing storage and access to 
the information collected by the device should they wish to do so. This is comparable 
with the transparency requirements of the first data protection principle. 
  

The BBA is more specific and insists that the information provided to users should be made in plain 
language in terms appropriate to their service so as to inform a user what a cookie is and how it might 
be used, without causing concern or alarm. The explanation should also describe, in general terms, the 
potential implications of disabling a cookie, e.g., the service cannot be provided at all or the user may 
have to input the same details each time they visit the site[27]. The Directive requires the methods for 
giving information; offering a right to refuse or requesting consent should be made as user-friendly as 
possible[28]. 
  
According to the BBA, users should also be advised that they may set various levels of cookie controls 
on their browser which will either accept all cookies, some cookies or notify them whenever a cookie 
is about to be placed on their computer. However, the BBA believes that other than directing users 
towards their own computer’s handbook for specific instruction, it should not be the operator’
responsibility to give detailed step-by-step guidance on how to disable cookies[29]. 
  
The second part of Article 5(3) of the Directive states, “This shall not prevent any technical storage or 
access for the sole purpose of carrying out or facilitating the transmission of a communication over an 
electronic communications network, or as strictly necessary in order to provide an information society 
service explicitly requested by the subscriber or user”. What interpretation to be given to this 
provision? Perhaps, it is an exception or exemption given to the general rule regarding the two 
conditions attach to the use of cookies. In other words, these two conditions, to provide: (1) clearly 
and comprehensive information to the user, and (2) opportunity to refuse to the use of cookies, do not 
apply if the sole purpose is to carry out or facilitating the transmission of communication or “strictly 
necessary” to provide information society service explicitly requested by the user. 
  
That is the interpretation adopted by the UK, which is reflected in Regulation 6(1) (2), and (4). 
However, Recitals 24 and 25 of the E-Privacy Directive seem to suggest the contrary.  Recital 24 
recognises the use of cookies as part of the private sphere of the users requiring protection under the 
Human Rights Convention and the use of such devices should be allowed only for legitimate purposes, 
with the knowledge of the users concerned. While Recital 25 states that cookies can be legitimate and 
useful tool if intended for a legitimate purpose such as to facilitate the provision of information society 
services. Even for this legitimate purpose, the use of cookies should be allowed only on the conditions 
that the users are provided with clear and precise information about the purposes of cookies and users 
should have the opportunity to refuse to have a cookie or similar device stored in their terminal 
equipment. This means that a cookie is only allowed for legitimate purposes and the two conditions 
must be satisfied. It is difficult not to accept this interpretation as the last sentence of Recital 25 
mentioned about the acceptance of a cookie for legitimate purpose; “Access to specific website 
content may still be made conditional on the well-informed acceptance of a cookie or similar device, if 
it is used for a legitimate purpose”.  
  
With regard to the refusal of cookies, the Information Commissioner stresses the importance of the 
mechanism to be uncomplicated, easy to understand and accessible to all. The mechanism by which a 
subscriber or user may exercise their right to refuse should be prominent, intelligible and readily 
available to all, not just the most computer literate or technically aware. Where the relevant 
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information is to be provided in a privacy policy, the policy should be clearly signposted at least on 
those pages where a user may enter a website. The relevant information should be appearing in the 
policy in a way that is suitably prominent and accessible and it should be worded so that all users and 
subscribers are capable of understanding, and acting upon it, without difficulty[30]. There is nothing 
to prevent service providers from requiring users to “opt-in” to receipt of the cookie as opposed to 
providing them with the opportunity to “opt-out”[31]. 
  
The BBA does not agree that consumers should be given a chance to refuse in relation to all cookies, 
especially where they involve the processing of anonymised or session-specific data. The organisation 
argues, “Where no personal data are disclosed and a living individual cannot be identified, then there 
would appear to be no data protection-related reason for giving consumers the chance to refuse”[32]. 
  
The Information Commissioner interprets the term “strictly necessary” to mean that such storage of or 
access to information should be essential, as opposed to reasonably necessary, for the exemption to 
apply. Also, it is be restricted to what is essentially for the provision of the service requested by the 
user, rather than what might be essential for any other uses the service provider might wish to make of 
that data. One commentator argues[33]: 
  

No doubt the interpretation of this exception-when is a cookie necessary as opposed to 
desirable-will be a key issue in its implementation. One of the most interesting of this is 
how this process is managed in cases where either a computer has multiple users 
(individual living persons) or where a subscriber has “consented” to the use of cookies 
but individual users have not (or vice versa). This is important because a cookie 
recognises or attaches itself to specific computers rather than specific users or 
subscribers. The Government looks like it will duck this issue, as the Regulations do 
not seek to deal with possible conflict between multiple users/subscribers having access 
to the same machines.  

  
What exactly constitutes this strict necessity is not made clear.  Several of the sites surveyed took 
this tack, stating that if users wished to disable cookies they would be unable to use the features of 
the site-effectively. In other words, they are saying, “If you don’t like cookies, go elsewhere”. 
  

6.     Compliance with the New Regulations  

  
Recent research carried out by web analytics and marketing measurement specialist WebAbacus has 
revealed that a shocking 98 per cent of the UK’s top e-commerce sites are not ready for this new 
Regulations[34]. In a survey of 90 of the UK’s top e-commerce websites carried out the day before the 
legislation was due to come into force, WebAbacus discovered that only 2 per cent of the sites 
examined conformed to the best practice of providing users with a “simple and easily understood
mechanism for refusing cookies. But even more shockingly, 24 per cent had no privacy at all. The full 
results of the survey were as follows: 
  

•        24 per cent- no privacy policy 
•        12 per cent-has privacy policy, but does not include information about cookies  
•        53 per cent-has privacy policy, with information about cookies (might include a 

reference to blocking cookies through a browser) 
•        8 per cent-has privacy policy, with information about cookies and detailed instructions 

for blocking cookies through a browser 
•        2 per cent-has a singe click opt-out (compliant)     

  
Ian Thomas, the Strategic Development Director for WebAbacus, commented, “The findings show 
that companies are either not aware of the legislation, or are ignoring it. Providing website users with 
a single click opt-out is very simple, so there is no excuse. Cookies are a tremendously useful tool to 
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help web sites offer a more personalised service. Used responsibly, they pose no threat to user privacy. 
The new regulations take us a little closer to encouraging best-practice use of cookies, but ultimately 
the industry needs to set its own standards and make those standards clear, so that individuals can 
easily identify web sites that are behaving responsibly with their data”[35]. 
  
A simple way to comply with the requirements of the Regulations is to provide the Internet users with 
a privacy policy, a privacy policy statement, terms and conditions, data protection notice, or 
combination of any of these. The privacy policy or notice if used properly can meet the Regulations 
requirements. As mentioned by the BBA, it would be the responsibility of corporate subscribers to set 
their own policy and make their users aware of that policy. 
  
The E-Privacy Directive and the Regulations do not make a distinction between permanent and 
session cookies. Indeed whereas permanent cookies remain on the terminal equipment after closing of 
connection, session cookies which may indeed in some cases be necessary for the functioning of the 
website, disappear at the end of the session. According to Belgian data protection commission, 
whereas the use of session cookies may be considered in some cases as necessary and complying with 
the data protection principles, this is not always the case as regards the use of permanent cookies[36].
  

7.     Banks and Use of Cookies 
  
All the banks examined use cookies in their operation. As already discussed, Regulations 2003 
prohibits a bank from storing information or gaining access to information stored in the terminal 
equipment of a user unless the user is provided with clear and comprehensive information about the 
purposes of the cookies and given the opportunity to refuse the storage of or access to that 
information. 
  

It has to be reminded that the Information Commissioner is of the view that the explanation should 
be sufficiently full and intelligible to enable individuals to gain clear appreciation of the potential 
consequences of allowing storage and access to the information collected by the device. The BBA 
insists that the information provided to users should be made in plain language in terms appropriate 
to their service so as to inform a user what a cookie is and how it might be used. The explanation 
should also describe, in general terms, the potential implications of disabling a cookie. 

  

The banks use different types of cookies for different purposes.  The NatWest and Royal Bank of 
Scotland (RBS) use all types of cookies.   Their privacy policies and provisions on cookies are 
almost similar.  The NatWest privacy policy, for example, states[37]: 

  

We currently use a combination of first party, third party, permanent and temporary 
cookies in the following ways: to collate general management information which is 
used to plan enhancements to our services and tailor aspects of the site functionality for 
individual visitors; to evaluate the effectiveness of our advertising and promotions on 
third party websites; and as a flag to help us recognise when we have already asked you 
to participate in any online market research and to prevent you from being asked to 
complete the same questionnaire everytime that you visit the NatWest website.  

  

The Barclays and Abbey National specify that they use transient (temporary/session) cookies as well 
as persistent cookies. The HSBC uses only transient or session cookies to establish and maintain a 
customer banking session with the bank. The Lloyds TSB and Citibank do not specify the types of 
cookies they use.  

The Barclays uses cookies “to maintain session integrity and protect financial information as well as 
personal detail. The bank explicitly states that its online banking uses cookies as part of its normal 
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service to enable information about customers and their preferences to be stored and to prevent 
unauthorised access to the customers account online.  Interestingly, the bank makes the use of 
cookies as a condition for its online banking services. The privacy policy states, “It is a condition of 
service for Barclays online banking that users accept cookies- without them we cannot ensure your 
data is secure. Therefore we’re unable to extend service to users who have selected to reject 
cookies”[38]. In other words, if one does not like cookies, he/ she cannot subscribe to the Internet 
banking services from Barclays. He/she needs to go elsewhere. Similarly, the HSBC personal 
Internet banking requires a customer web browser to accept a session cookie before he can log on or 
register for the service[39]. The NatWest and RBS provide an opportunity for the users to refuse to 
the use of cookies (opt-out). However, there is no explanation on the implications of disabling the 
cookies. 

  

The Citibank states that it cookies do not gather personally identifiable information. Its privacy 
policy provides[40]: 

  

Our cookies typically do not gather personally identifiable information. However, if your 
web browser is set to accept cookies, we may combine our cookie data with personally 
identifiable information which you provide to us (such as your e-mail address), so that 
you may receive marketing offers specifically suited to your needs. 

  

Simply put, the information will be combined and then used to send unsolicited commercial e-mail 
to customers.  The Regulations does not allow the sending of unsolicited commercial e-mail without 
prior consent of the customers[41].  The bank may rely on the exception provided that the bank has 
obtained the contact details in the course of a sale or negotiations for the sale of a product or service 
to the customer; the direct marketing material are in respect of similar products and services; and the 
customer have been given a simple mean of refusing the use of his contact details for marketing 
purposes[42]. 

  
The NatWest privacy policy claims that the cookies used on its website do not include any 
information that others could read and understand about a customer, such as his name or account 
numbers. As already mentioned, the Citibank says that their cookies typically do not gather 
personally identifiable information. The issue is whether this information which does not and would 
not, as claimed by the banks, identify the user personally, would amount to personal data and fall 
within the purview of the DPA. The Information Commissioner takes the view that if a cookie 
allows an organisation to collect information which allow the organisation to distinguish the user 
from other users then this will amount to personal data-even if traditional identifiers-such as name 
and address- are not collected[43]. The Commissioner states, therefore, that profiles based on 
cookies that are used to deliver targeted marketing messages to particular individuals are to be 
treated as personal data[44]  
  

The HSBC’s personal Internet banking services uses session cookies.  The bank explains what a 
cookie is and its functions. It can argued that if a consumer chooses to have the Internet banking 
services with the bank, the consumer does so with the knowledge and consent about the use of 
cookies by the bank.  However, the bank states that they may change the content or services found 
on their site at any time without notice, and consequently their privacy policy may change at any 
time in the future.  Here lies the problem. The consent, arguably, would no longer be valid in a 
situation where there is such unilateral change to the privacy policy.  

  
The Lloyds TSB and HSBC explanations on cookies are rather too brief.  It is doubtful whether they 
satisfy the Regulations’ requirement that information must be clear and comprehensive. As the 
Information Commissioner has interpreted this means that the explanation should be sufficiently full 
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and intelligible to enable individuals to gain clear appreciation of the potential consequences of 
allowing storage and access to the information collected by the device.  
  
  

8.     Conclusion 
  
The World Wide Web offers a wide variety of communication, information and interaction that will 
allow e-commerce to take place. Cookies make websites speedier, more personalised and user 
friendly. But the information collected by cookies independently or linked together would amount to 
personal data and need to be protected.  The existing rules and regulations do not prohibit the use of 
cookies. Cookies can lawfully be used by the businesses without obtaining the user’s prior consent. 
What needs to be done is to provide the users with clear and comprehensive information about the use 
of cookies and the opportunity for them to opt-out.  
  
The new rules came into force on 11 December 2003, after having allowed businesses a twelve-
week familiarisation period following the making of the Regulations on 18 September 2003. 
Perhaps, the businesses need some times to change their practices to comply with the new 
Regulations. They should already be doing so.  Elizabeth France, the former Information 
Commissioner states[45]: 

  

Ensuring compliance with the data protection standards is not simply an issue of 
operating within the law; it is also about effective handling of personal information 
and respecting the interests of individual data subjects. 
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