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Introduction 

  
In a comment to the US Department of Justice regarding Microsoft Corporation’s behaviour in the 
operating system market, one UK computer scientist has said this[1]: ‘Microsoft’s monopoly 
position is founded on its control of proprietary interfaces … these interfaces are in the form of file 
formats[2], network protocols[3] and APIs[4]’  
In the first part of the paper, our goal is to provide an explanatory technical background about such 
computer network elements as protocols and APIs, which form the subject matter of the EC 
Microsoft decision of March [2004]. This will hopefully afford informed support for the legal and 
economic discussion that follows in Parts 2 and 3 of the paper.  
  

1. Technical Background to the EC Microsoft Decision 

  
Throughout the technical background section we explain and illustrate the principles of 
networks, operating systems and interoperability using the very examples that the 
Decision emphasised. These are: Microsoft Windows 2000’s[5] Active Directory and the 
Windows 2000 Kerberos authentication system. 
  

1.1    How Networks are Constructed and How They Function 
  

In this section we consider network basics, and also the diversity of operating systems – 
both from different vendors and with different release dates - that can be found on a 
network[6]. The contention of many in the software community is that machines offering 
a diversity of services supplied by a range of producers to a community of users should 
all communicate seamlessly, such that enterprises and individuals are not hampered in 
their productive efforts. Sections 1.1 to 1.3 offer some technical background on 
networks, which enable the reader to understand how these goals can, at least in part, be 
thwarted by lack of cooperation from dominant vendors of network components. 
  

1.1.1        A Definition of Interoperability: 
  
The preamble to the Software Directive[7] defines interoperability using this language[8]: 

  
Whereas The function of a computer program is to communicate and work together with 
other components of a computer system and with users and, for this purpose a logical 
and, where appropriate, physical connection and interaction is required to permit all 
elements of software and hardware to work with other software and hardware and with 
users in all the ways in which they are intended to function;  
  
Whereas the parts of the program which provide for such interconnections and 
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interactions between elements of software and hardware are generally known as 
“interfaces” 

  
Whereas this functional interconnection and interaction is generally known as 
interoperability; whereas such interoperability can be defined as the ability to exchange 
information and mutually to use the information which has been exchanged[9]. 
  

This definition scales up from lone machine to network level, since the technological principles 
remain the same, as we will illustrate. 
  
1.1.2        How Computers in a Network Talk to One Another 
  
Taking a request from an application on one machine, passing it to another machine, executing a 
remote request for service, and returning the result, is so complex that a strategy to manage the 
complexity has been developed[10]. The generic solution is to partition a problem and to solve each 
part by implementing independent modules. In the case of networks the version of partitioning used 
is to split the task space into layers. Each layer interfaces to others. Each layer has its own concerns. 
The only parameters to pass to a layer are those essential for it to perform its specific tasks.  
  
Data passing between machines is handled in the same way as a parcel whose content is a data 
message. Systematic processing by the layers is pledged to ensure complete, error-free parcel 
delivery from transmitter (Tx) to receiver (Rx). An early standard that afforded this discipline was 
The Open System Interconnection (OSI) 7-layer reference model, set by the International 
Organization for Standardization (ISO). (It is illustrated in Fig 1.1 below). 
  
Implementation of interface recognition and interoperability between the layers is achieved by a 
vertical ‘protocol[11] stack’ . In this stack each layer relies on lower layers to perform more 
primitive functions for it, and each layer performs services for the next higher layer. Communication 
between machines is actually between ‘peer layers’. That is, each tasking layer in Tx has an opposite 
number in Rx. Peers understand and interprete each other’s instructions. This defines their specific 
role in the dialogue, to ensure perfect transmission.  
  

  
   
Figure 1.1 The Open System Interconnection (OSI) Reference Model. 
  
Most implementations follow the principles of OSI model rather that producing a precise 7-layer 
design[12], but the necessary functions of the individual layers are still present in any 
implementation[13].  
  
When the transmitter application has a message to send to the corresponding application running in a 
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receiver, a header is put onto the message in Tx’s application layer. The header contains the 
required information to address and instruct the application layer at the other end.  
  
The ‘addressed envelope’ containing the message data is then passed down to Tx’s presentation 
layer for further processing. After that processing another ‘envelope’ is prepared which addresses 
and instructs Rx’s presentation layer. This treatment of the message continues recursively, Russian 
doll fashion, until the data link layer is reached. Here a trailer is appended to the packaged data and 
this unit (called a frame) containing the message is the sent by the physical layer on the wire to Rx.  
  
At the receiving end the message wends its way up the stack, with each peer accessing the 
instructions directed to it, obeying them and passing the message on up. 
  
1.2      The Role of Operating Systems (OSs) in Networks 
  
1.2.1        The Anatomy of the Operating System 
  
A computer system is rich in components (PCs, servers, printers and so forth). All these present 
interfaces to the operating system. If the OS does not recognise an element, its access to other parts 
is denied[14]. The operating system is the layer of software[15] that keeps track of all the basic 
functions these components provide. It ensures that communication amongst them is optimal. It also 
provides user programs with a simpler interface than if they confronted the hardware itself. At its 
lowest level the OS controls the combination of all hardware elements, and the operation of the data 
path.  
  
The operating system not only extends the machine so that the low level complications for example, 
reading from a hard disk, are opaque to the writer of a program that needs a ‘print’ instruction; it also 
manages the allocation of processor[16] and ancillary resources (memory and input/output devices). 
These are limited, and many executing programs (processes) will be competing for them at the same 
time[17]. 
  
A network operating system is not in principle different from one designed for a single processor. 
Naturally, it is primarily manages network resources. It can be a server – a powerful machine on the 
network for handling file storage, printer sharing, application sharing, or Web publishing for instance 
– or it can act as a central place for managing network traffic.  
  
Over and above the basic single workstation operating system it requires a network interface 
controller and some low-level software to drive it. A server must talk to a flotilla of PCs (its 
‘clients’). Therefore it needs a program to achieve remote login for users and a means of remote file 
access[18]. The lack of communication between Sun’s servers and Microsoft’s PCs was the basis for 
Sun’s complaint.  
  
1.2.2        The Operating System Interface 
  
The interface that confronts a computer user is customarily a GUI[19] screen, with icons, menus and 
dialog boxes. Such an interface admits the user to their application of choice: a word processor, or 
spreadsheet, for example and orchestrates their activity in the application.  
  
A deeper interface enables the application of the user’s choice to invoke operating system services. 
Without this call for services the application is powerless to drive the hardware. This interface is 
defined by a set of system calls[20], which the OS system provides.  
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