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1. Introduction
Social control is a normative process whereby societies introduce rules that shape their existence and
internal and external relations.[1] In many ways, controlling information within a society is an
essential part of the process of social control, as it serves to prevent the proliferation of thoughts and
expressions that can undermine a society’s overall goals. Controlling information therefore, is not
something new; rather it has always been used as a strategy to determine the direction in which
societies should move. In the online environment the phenomenon of controlling information takes
on new dimensions. Since the Internet is a zone that knows no national boundaries, no government
can reign autonomously over it, yet governments have managed to come together to exert some
control. A prime example of this control lies in the management of the domain name system (DNS)
by the Internet Corporation for Assigned Names and Numbers (ICANN). In particular, the
mandatory character of the Uniform Dispute Resolution Procedure (UDRP), the decisions taken in
cases heard under the UDRP regarding freedom of speech, and the operation of the WHOIS database
all serve to exemplify the control ICANN has over information on the Internet. Accordingly, each of
these issues will be analysed in turn so as to ascertain the exact power that ICANN possesses, and
the amount of influence that it has over information online.

2. ICANN’s Raison D'être
In the years preceding ICANN’s creation (1972 – 1998), Jon Postel, one of the Internet’s founding
architects, and the Internet Assigned Numbers Authority (IANA) documented the procedures for the
DNS in a series of ‘Request For Comments’ (RFC),[2] which were adopted by the Internet
Engineering Task Force (IETF). Although RFCs are non-binding they are widely recognised as the
main source of Internet standards and hence they have a great deal of influence.[3] In 1994 Postel
and his lawyer proposed that IANA be “[t]he central coordinator for the assignment of unique
parameter values for Internet protocols”.[4] After reaching an agreement with the United States
(US) Government, IANA became a clearinghouse for the DNS. Subsequently a number of RFCs
were issued that documented IANA’s new functions. Above all, RFC 1174 (later replaced by RFC
1591) portrayed IANA as the ultimate authority for the allocation of IP Addresses, the organisation
of the DNS, and numerous other parameters used to support the Internet.[5]
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Originally, on behalf of the US Government, the National Science Foundation (NSF) created
InterNic; the INTEgRated Network Information Centre to provide services related to domain name
registration. InterNic was made up of three existing organisations, Network Solutions Incorporated
(NSI) which registered all non-military gTLDs, AT&T which handled the database services, and
General Atomics which managed the information services side.[6] Although the latter two
organisations had important functions, NSI was given the most significant role. “[A]s of September
30, 1998, NSI had registered a total of 2,777,000 domain names and reaped gross profits of $35.9
million”.[7] With an increase in Internet traffic and greater international exploitation, tensions grew
in respect of this American monopoly, particularly in light of such profit margins. Consequently,
foreign governments called for the US Government to reflect the global characteristics of the Internet
by decentralising the DNS management functions so that no government would single-handedly
control the Internet.
2.1 ICANN
In 1997 the US Secretary of Commerce was instructed by the Clinton Administration to privatise the
management and operation of the DNS.[8] After the release of a Green Paper which stimulated
intensive discussions,[9] a White Paper was published by the Department of Commerce (DoC)
calling for the incorporation of a “[n]ot-for-profit corporation managed by a globally and
functionally representative Board of Directors”.[10] Following the release of a Memorandum of
Understanding (MoU) on the 25th of November 1998, ICANN - the organisation proposed by Postel
to take executive responsibility for the technical aspects of the Internet - was recognised as such.[11]
Four principles explicit in the MoU were stability, competition, private bottom-up co-ordination and
representation. The stability principle recommended that both parties work together to ensure that the
management functions that had previously been operated by, or on behalf of, the US Government
would be transferred to the private sector without disrupting the stability of the Internet. The
competition principle was geared at lowering costs, promoting innovation, and enhancing user
choice and satisfaction. Bottom-up co-ordination focused on private sector action as opposed to
government control. The representation principle required that the functional and geographic
diversity of the Internet and its users be reflected through the technical management of the DNS.[12]
At the outset ICANN’s Board of Directors were self appointed and supposed to work on an interim
basis for a fixed period of one year. In addition they had the task of electing and installing a
replacement Board.[13] Early bylaws produced by the interim board stated that they would continue
to serve as nine At-large members until they were replaced. The nine new At-large members were to
be elected by Internet users that had At-large membership status so as to ensure that the decision
making process embraced international stakeholder participation. To obtain an At-large membership
the applicant had to be over sixteen and have both an email account and a postal address.
The transition from the interim Board to the new one also involved the number of members sitting
on the Board being extended to nineteen. Nine of the new members were to be appointed by
ICANN’s Supporting Organisations, with the final post being filled by a President.[14] Even after
the Supporting Organisations had elected their directors, the interim members became a more
permanent fixture. In accordance with the original by-laws they extended their term of office to 30th
September 2000, but tensions grew in respect of this so-called ‘Board Squatting’.[15] Public online
elections were eventually held for five of the nine At-large posts and hence there is now at least one
representative from Africa, Asia/Australia/the Pacific, Europe, Latin America/the Caribbean, and
North America.[16] The other four At-large seats have never been put up for election and as a result
four of the original interim board members remained on the Board, although one stepped down in
December of 2002.[17]
Currently ICANN is reforming itself, with both the composition of the Board and the electoral
process being revamped.[18] In respect of composition, the new Board is to consist of fifteen voting
members and six non-voting liaisons. One of the main changes to the electoral process relates to the
rejection of public online elections for the At-large posts as a result of problems associated with
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fairness, representation, validity and cost.[19] As such the election process will involve eight of the
voting members being selected by a Nominating Committee that is composed of voting and nonvoting members from the various Supporting Organisations and Advisory Committees. In particular
five of the voting delegates on the Nominating Committee are selected by the At-Large Advisory
Committee (ALAC) - the new At-large structure.[20] Thus, no At-Large members will actually sit on
the Board of Directors; rather their role is limited to mere participation in the electoral process itself
which is regrettably a diluted version of stakeholder participation.
Six of the remaining Board members are selected by the Address Supporting Organization, the
Country-Code Names Supporting Organization and the Generic Names Supporting Organization.
The final voting Board member is the President, and s/he is chosen by the Board itself.[21] In respect
of the non-voting liaisons these are appointed by the various Advisory Committees and the IETF,
with one being selected by the Governmental Advisory Committee (GAC). During the voting
process, the electors must aim to pick individuals with integrity, objectivity and intelligence, an
understanding of ICANN’s mission and its potential impact on the Internet, and a good knowledge of
the DNS. Moreover, the members must reflect the broadest cultural and geographic diversity
possible so long as the other criteria set forth are met.[22]
2.2 ICANN’s Real Power
Whilst the overarching aspiration of the privatisation process was to have a self regulatory type body
that would have complete autonomy from the US Government this has not really been achieved.
ICANN still remains partially under the control of the DoC, and is therefore subject to government
intervention. Most of the DNS infrastructure is owned by the US Government as a consequence of
their original funding efforts, and accordingly they have the right to set the conditions under which
the privatisation process proceeds. Correspondingly the MoU states that prior to completing the
transition to the private sector, the DoC, on behalf of the US Government, must have assurances that
the private sector has the capability and resources to assume the important responsibilities related to
the technical management of the DNS.[23] Hence, the DoC and ICANN must collaborate in respect
of certain functions. In particular, the DoC has a duty to oversee the operation of the authoritative
root server system and policies.[24] Over and above this, the DoC has a more general duty to
monitor the various activities of ICANN.[25]
Claiming ultimate policy authority over the root zone is the most important aspect of the DoC’s role.
Since the DNS is a hierarchical, distributed, interdependent system that requires unique addresses, it
makes it impossible for two identical domain names to exist simultaneously. Residing at the top of
this hierarchy is the root zone file, which contains a list of thirteen computers (root name servers).
These root servers are currently identified by letters A-M, with the primary root zone file being
located on the A root server.[26] Taken as a whole, this system is known as the root zone. Root
servers hold the master lists (Root Files/DNS Records) of the Internet Protocol (IP) numbers for the
Top Level Domain (TLD) name servers. Likewise, each TLD name server holds a database of DNS
Records of registered name servers and their associated IP numbers. Domain names are resolved by
sending a query to the name server selected by the user or their Internet Service Provider (ISP). If the
data is not in the name server, the query works its way up the chain until it can be resolved.[27]
Diagram 1 below gives an overview of the DNS hierarchy.
Diagram 1
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Overall control of the root server equates to substantial economic and political power, as whoever
controls the DNS decides what new suffixes will be added to the root server and the way in which
names and essential routing numbers will be assigned to websites and other Internet sources.
Generally speaking ICANN has no authority when it comes to making final decisions on the address
system of the Internet, as the DoC must first give their approval. This is true for both gTLD and
ccTLD re/delegations. Prior to 2000 IANA was responsible for providing the technical coordination
services to all Internet users, but after ICANN submitted a proposal to the US Government, the
administration function associated with root management, including receiving, investigating and
reporting on re/delegation requests - the so-called IANA function - was transferred to ICANN.[28]
At no time however was ICANN authorised to modify, add or delete information held in the root
zone, rather this function remained with NSI (now a subsidiary of Verisign).[29] Thus, any changes
to the root zone file must be supported by the written direction of an authorised US Government
official and carried out by NSI.[30] As long as the DoC retains this last word authority, they
continue to have a great deal of power when it comes to the operation of Internet.[31]
Yet ICANN acts as if it has full control over the DNS, particularly since it carries out the day to day
functions assocciated with the DNS. ICANN’s tasks also include coordinating the assignment of
Internet technical parameters which maintain universal connectivity on the Internet, performing and
overseeing the functions related to both the co-ordination of the IP address space and the Internet
DNS, supervising the operation of the authoritative Internet DNS root server system, and engaging in
any other related lawful activity in furtherance of these functions.[32] ICANN’s role is so great that
even though the US Government has the power to withdraw its authorisation at any time, it does not
want to take responsibility for the routine running of the DNS. As such, the DoC retains more of a
supervisory function than anything else; merely rubber-stamping anything that ICANN does that
relates to the technical management of the DNS.
ICANN’s role as regards setting the criteria to be followed when admititing new TLD suffixes to the
root is particularly exemplery of its real power. As witnessed during the recent gTLD additions,
ICANN selects which applicants have made a viable proposal for a new gTLD and then the DoC
gives its consent. Upon gaining the stamp of approval ICANN enters into contractual discussions
with the new TLD operators. In respect of ccTLDs the approval process is more predictable since
ICANN is not in the business of deciding what is and what is not a country and the US Government
has already acknowledged a role for national governments in respect of managing and establishing
policies for their own ccTLDs. Thus, as long as the International Standard 3166 is met ccTLDs will
gain backing from ICANN to enter the root. Nonetheless, ICANN must still support a ccTLD entry.
Accordingly, from this perspective, it is more important who decides what goes into the root zone
file as opposed to who gives the final authorisation or operates the computer that is the source of that
file.
In a similar vein, ICANN’s exclusionary conduct towards competitors, i.e. companies who wish to
have an active role in the gTLDs registrations, in particular its treatment of New.net Incorporated
reflects the power that ICANN has. ICANN made it clear from the beginning that New.net
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registrations would never make it into the root zone file. Andrew McLaughlin, ICANN's Senior
Advisor, questioned New.net’s legitimacy and accused it of harbouring a vision that could bring
chaos to the Internet. It is suggested that ICANN’s opposition to New.net derives from the fact that
New.net has managed to capture some rather appealing domain names, not to mention customers.
Essentially New.net domain names are directed to an alternate root, which is secured through
agreements with various ISPs. Ultimately however, unless New.net accepts both the authoritative
root and ICANN, their domains names will never make it into the root zone and hence they will
never be universally resolvable.[33]
2.3 ICANN’s Future as DNS Manager
Many people have been dissatisfied with the way in which ICANN has hitherto carried out its
functions, suggesting that it has been too secretive, not accountable enough to Internet users,
businesses and other key interest groups, and has exceeded its authority on numerous occasions.
Such a view of ICANN is epitomised by the recent bill proposal by the US Senator Conrad Burns,
who suggested that the US government should have more influence over ICANN than it already has
so as to ensure appropriate scrutiny. Unfortunately such an approach would only make things worse,
with ICANN already coming under fire for being too US-dominated. If the US government were to
exert more control “[i]t could be seen as an effective annexation of the internet [sic]”.[34]
Whilst the US Government may never give ICANN complete freedom to run the DNS,[35] other
governments do have ways of influencing ICANN’s activites. For instance, international bodies,
such as World Intellectual Property Organisation (WIPO), can be used as a tool to introduce
governmental agendas into ICANN. Likewise the GAC also helps governments get involved. Indeed,
the current reform process reflects the fact that governments are going to be even more involved via
the GAC. At the moment the GAC only has the ability to consider and provide advice on the
activities of ICANN by reporting promptly to the Board through the Chair of the GAC,[36] but this
is due to change with GAC representatives being able to participate in discussions, debates and
meetings, although they will not have the right to vote. Above all, when the reform process is
completed rather than just reporting to the ICANN Board the GAC will have one member that
actually sits on the board.[37] Such a role for the GAC was deemed necessary because it was “[s]
imply unrealistic to believe that global coordination of the [DNS could] succeed without more active
involvement of governments”.[38] Of course the optimal position is freedom from one distinct
government with all governments, including the US, having equal participatory powers.
In fact the real path to success is a public/private partnership that allows the private sector and global
governments to co-operate under the umbrella of an organisation like ICANN so that all opinions are
taken into consideration and decisions are taken in a timely fashion. Whilst many fear government
involvement, in reality such an approach is essential because the Internet is increasingly critical to
the social and commercial well-being of the citizens of all countries.[39] Consequently, in contrast to
other harmonisation efforts, such as the Convention on Cybercrime, governments from around the
world have basically sanctioned the realisation of an international body to manage the Internet - a
Cyber Government if you will - that aims to realise the goal of public/private collaboration. When
this has been achieved governments and Internet users alike will be able to exert equal influence over
the activities of ICANN.
However, this may only be a utopian view of what can be achieved through ICANN, and as things
stand now, ICANN acts more like a chameleon changing its colours to suite its environment,
protecting itself from its enemies. Sometimes ICANN presents itself as a private entity that shields
the Internet community from national control and on other occasions it chooses to act more like a
governmental body that co-operates with the GAC.[40] This metamorphosis is neither desirable nor
sustainable. Accordingly, unless ICANN’s role is defined by a self regulatory system that produces
equal accountability to all, ICANN may be forced to move under the auspices of one of the existing
standards organisation with international representation, such as the International
Telecommunications Union or be turned into a treaty organisation with a body like the GAC acting
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as its principal. Pending a decision as to ICANN’s future role, the DoC will continue to act in its
capacity as a ‘dormant authority’ that serves to legitimate ICANN’s activities until the correct model
is found that allows sufficient accountability and a stable transfer to the private arena.
Despite this uncertainty looming in the background, the underlying theories which led to ICANN’s
launch were sound nonetheless. Accordingly ICANN will more than likely continue as the
organisation that manages the DNS for the foreseeable future. If it is to maintain this position some
fine-tuning is required. Governments obviously have a responsibility as regards steering ICANN but
it must be borne in mind that they represent both their citizens and businesses and other entities
within their borders. Hence, members of the general public must also have some method by which
they can make themselves heard. ALAC is meant to fulfil this role, but as noted it has a limited role
in respect of the Board of Directors and, furthermore, membership is not open to the public, but
rather organisations. The ten member strong panel that comprise ALAC are supported by a network
of self-organising ‘At-large Structures’, which are organised into ‘Regional At-large Organisations’.
At best the Regional Organisations must manage outreach and public involvement programs with a
view to getting some public input. Consequently this is an element of ICANN’s representative
function that must be explored further. One suggestion is to open up the membership to members of
the general public, so that individual users, academic institutions, non-commercial entities of various
kinds, including consumer groups, and non-governmental organisations can all participate.

3. The Uniform Dispute Resolution Procedure (UDRP)
Notwithstanding the fact that ICANN’s responsibilities are subject to external restraints, ICANN has
still managed to put systems in place that allows it to exert a certain degree of control over online
activities. One such system is the UDRP which was created to resolve disputes between trademark
holders and domain name owners. Originally NSI operated a dispute resolution procedure for the
resolution of such disputes because it had the responsibility for handling domain name registration
services, but this procedure was deemed inequitable. Trademark owners had to prove that the
trademark was registered prior to the domain name; hence non-registered trademark holders could
not secure protection. When ICANN took over the technical coordination of the DNS it replaced this
system with its own. WIPO was drafted in to prepare a report on how domain name disputes could
be settled more efficiently and equitably. The desire for a swift resolution and the fact that WIPO’s
report was only advisory in nature meant that WIPO did not follow normal procedures when
preparing the proposals. Rather it limited the direct involvement of Member States to the occasional
status report and opening its public consultation sessions to government speakers. Thus, after
meeting with intellectual property stakeholders and the like to acquire information and advice, WIPO
drafted the proposals alone.[41]
Based on WIPO’s recommendations,[42] ICANN adopted a mandatory dispute settlement system for
“[...] deliberate, bad faith, abusive domain name registrations or cybersquatting” on the 24th of
October 1999.[43] Coming into force on the 1st of December 1999, the UDRP boasts a very
influential set of rules, covering disputes involving gTLDs. Currently four organisations have been
approved for settling domain name disputes under the UDRP; these are the Asian Domain Name
Dispute Resolution Centre, the CPR Institute for Dispute Resolution, the National Arbitration Forum
(NAF) and the WIPO Arbitration and Mediation Centre.[44]
Paragraph 4a of the UDRP Policy states that a domain name holder (respondent) must abide by the
rules in the event that someone (complainant) has suggested that:





The domain name held is identical or confusingly similar to another to which the complainant
has rights;
The domain name holder has no rights or legitimate interest in the domain name; and
The domain name has been registered in bad faith.

http://www.bileta.ac.uk/03papers/schiavetta.html

31/03/2005

BILETA 2003, ICANN's Role in Controlling Information on the Internet

Page 7 of 16

During the proceedings the burden of proof lies with the complainant to confirm the existence of
these three elements, although it is the third element that is the most important and divisive. Four
examples are given in paragraph 4b as to what can constitute bad faith; these are cybersquatting,
maliciousness, anti-competitive practices, or free riding, although this list is non-exhaustive[45]
Moreover, paragraph 15a gives panellists the discretion to apply any rules and principles of law they
deem applicable to the dispute. Subsequently, panellists can effectively formalise radical decisions as
to what constitutes bad faith and what legal system can be used and hence the possibility for
inconsistency and wide interpretations is rife.
Once a complaint has been made concerning a possible conflict between a domain name and a
trademark, no action can be taken until a neutral decision-maker has given a ruling. Such a decisionmaker can be either a panellist registered with one of the approved dispute settlement providers, or a
judge operating within a court of law.[46] A complainant can choose to proceed solely with the
UDRP system to see how things evolve, or they can choose to invoke legal proceedings. Thus, whilst
the UDRP is mandatory in the sense that the respondent must submit to the UDRP, this does not
prevent litigation being launched either before UDRP proceedings have commenced, during the
proceedings or within a ten day period after a decision has been given.[47] As a result this process
represents compulsory participation for the respondent as opposed to compulsory binding dispute
resolution for both parties. Indeed, the very fact that a UDRP panellist can find in favour of a
complainant as a consequence of a no show by a respondent supports this analysis. Only when
neither party decides to bring proceedings in a court within the ten day limitation period will the
decision given by a UDRP Provider be binding on both parties.[48]
3.1 The Mandatory Character of the UDRP
When devising a dispute resolution system for domain name disputes, the main objective was to
create a cheap, fast, and advanced solution to the problems associated with multi-jurisdictional
disputes.[49] Making the UDRP mandatory seemed essential to ensure that the system would
achieve these goals. Thus, when ICANN adopted the UDRP, it imposed the procedure on all
registrars operating with .com, .net and .org TLDs. As a corollary of this, all registrars had to insert a
third-party beneficiary clause into all their registration contracts in favour of any entity that believed
that a registrant’s domain name registration was in direct conflict with their trademark rights.
Pursuant to this, NSI was not allowed to list any registrations in the root zone file where a registrar
had failed to adhere to this policy. Consequently ICANN ensured that all registrars would comply
and that the dispute resolution system would succeed.[50]
As for the decisions made under the UDRP by panellists operating for the approved dispute
resolution providers, ICANN does not officially accept any responsibility for them.[51] Likewise,
the four providers do not consider themselves accountable for the actions of their panellists. Taking
into account that the UDRP is a mandatory system this is a rather questionable situation. Indeed,
since ICANN created the final version of the UDRP it can be suggested that they should also be
responsible for the effects of UDRP judgments, particularly when they are the only organisation that
has the power to amend the UDRP in response to problems encountered.
Essentially ICANN has created a form of control via the UDRP, and the panellists are merely
executing the system. Thus, whether or not ICANN actually decides which domain names should be
transferred is irrelevant. To be sure, the root zone can be used to enforce the decisions taken on its
behalf by the panellists and hence ICANN has the ultimate enforcement tool. Whilst registrars are
obliged to implement the decisions of UDRP panellists by making the necessary amendments to their
name server and database, ICANN also has the power to initiate a change to a domain name
registration.[52] Furthermore, since the IP addresses of all TLD name servers need to be stored in the
root zone servers and all IP addresses of name servers are stored on the TLD servers, technically the
root zone plays a major part regardless.
As Lawrence Lessig has illustrated, the architecture of the system is very important, as it can
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function in such a way that it serves to regulate people’s behaviour.[53] This argument is particularly
valid here in that the operation of the DNS via the root zone determines who can enter the Internet,
and how long they will stay. In this sense, the power of controlling information is the thin line
between its creation and destruction. Accordingly, the three powers of a government are operated by
or on behalf of ICANN, with ICANN itself taking up the role of legislator, the panellists acting as
the judiciary, and the registrars being the executive.
Further support for this argument comes from the relationship between ICANN and ccTLD
registries, in that all ccTLD registries must also implement a mandatory dispute resolution
procedure. ICANN has been prudent and refrained from interfering with the type of dispute
resolution procedures that national registries should implement, although they have, through WIPO,
produced a best practice guide based on the UDRP.[54] Since many small or unsophisticated
registries want to avoid being burdened with having to create their own policies they look to
ICANN’s UDRP for advice. Whilst some, like Nominet, the UK registry for domain names ending
in .uk, have chosen not to use the UDRP as a template, the fact remains that a significant number do,
and thus ICANN indirectly controls the way in which disputes are handled in those countries. As
such, many of the decisions taken by panellists operating under ccTLD dispute resolution systems
will be in line with UDRP panellists. Given that all ccTLD registries maintain the appropriate name
servers and zone files for their respective ccTLDs,[55] ccTLD managers determine which domain
names will be visible in cyberspace in accordance with the decisions of their panellists. Thus, the
implementation of these decisions very often reflects ICANN ideology.
3.2 Controlling ‘freedom of speech’
Similarly, the phenomenon of dot-sucks cases also holds some particularly interesting connotations
as regards the manifestation of controlling information. Dot-sucks domain names consist of all those
domain names which criticise or satirise well-known trademarks. Even where registrations of dotsucks domains have not been for commercial gain, panellists have ruled that they are considered to
be confusingly similar in the eyes of consumers nevertheless and as such they have been registered
in bad faith. Subsequently, dot-sucks domain names have habitually been transferred to trademark
holders. The most worrying aspect of this form of information control is that it collides with the
fundamental constitutional right of free speech, which would, in the offline world, only be
overridden in the very rarest of situations. Indeed, in almost every region around the world, most - if
not all - protests made via dot-sucks web sites would be protected under free speech laws, even if
they were potentially confusing, so long as they were purely non-commercial.[56]
The Dixons-online.com case offers the greatest insight into the misapplication of the UDRP rules by
panellists as regards freedom of speech.[57] In this case the respondent ran a consumer complaints
service about Dixons for which no charge was made. The panel found that whilst there was no
evidence to suggest that the respondent offered goods or services for commercial gain, the use of the
domain name was nonetheless illegitimate.[58] In support of their decision they stated “[t]hat
‘competitor’ has a wider meaning and is not confined to those who are selling or providing
competing products. In this wider context it means, ‘one who acts in opposition to another and the
context does not demand any restricted meaning such as commercial or business competitor’.
[Since] the respondent is competing with the Complainant for the attention of Internet users, [this]
clearly has the potential to disrupt the Complainant’s business”.[59]
In view of the fact that the Internet has become a principal medium for exchanging information, and
thus activating freedom of expression rights, it is suggested that this is a particularly overt way of
controlling information.[60] To be sure, the majority of domain names that are of a derogatory
nature will be true protests, and where they are not, the bad faith element will shine through.
Moreover, the approach taken by many of the UDRP panellists is somewhat condescending as it
reflects that they think consumers are not intelligent enough to distinguish between a site that a
company has supported and a site that a disgruntled consumer/employee has launched. Certainly it is
for these very reasons that some panellists have abstained from applying the UDRP rules in this way.
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For instance in Lockheed Martin Corporation v. Dan Parisi,[61] a panel ruled that trademark
attached to the term ‘sucks’, or any other critical phrase, makes it very obvious that the trademark
owner has not authorised the site, and consequently no confusion will arise. This particular decision
was based on a United States Federal Court ruling,[62] which explains the move towards supporting
free speech in the domain name context.
Likewise, in a more recent case involving the UK supermarket chain Asda, a panellist strictly
adhered to the UDRP rules and upheld free speech rights. In this case an employee of Asda
registered the domain name asdasucks.net to create a site on which he would air his grievances about
the company’s managerial abilities.[63] When the supermarket brought the case before WIPO’s
Arbitration and Mediation Center, the site had never been exploited, but since the employee was
already operating a similar web site, bearing the domain name asdasucks.co.uk, the panellist chose to
analyse it for comparative purposes. On the operative site a notice was displayed that indicated that
the site was in no way connected with the supermarket, but rather active for dissatisfied employees.
On this basis it was assumed by the panellist that the complainant would use the asdasucks.net site
for the same purposes. The panellist also reasoned that, on the balance of probabilities, it was
doubtful that the asdasucks.net site would confuse Internet users into believing that the site was a
product of Asda itself. Any disruption to Asda’s business would therefore be minimal and
accordingly the issue was not worthy of consideration. The panellist added that whilst he took no
pleasure in dismissing the complaint because the material on the active site was “[s]candalously and
disgustingly abusive”, a broader interpretation of the dispute resolution policy rules would be risky.
[64]
The problems encountered in respect of the clash between free speech rights and the interpretation of
bad faith registrations has been overcome entirely by Nominet. In 2001 Nominet restructured their
dispute resolution system for domain name disputes. In particular, Nominet’s procedure now
includes a fair use clause which means that dot-sucks registrations that are considered as ‘true
protests’ will be permitted. Thus, while the UDRP rules have given panellists too much latitude as
regards defining bad faith, which has resulted in free speech rights being curbed on the Internet,
progress is being made nonetheless. ICANN should learn from Nominet’s approach while taking into
consideration the reasoning of recent panellists. Indeed, with some panellists remaining flexible as to
what constitutes a true protest the dot-sucks phenomenon will remain in a state of flux.
On the whole therefore, whilst some panellists have moved away from restricting freedom of speech
rights the dot-sucks phenomenon reflects that the power exists to control information online all the
same. ICANN may not take responsibility for the panellists that administer the system but as said
they did create the system and are the only body able to change it and hence they are indirectly
responsible for its effects.

4. The WHOIS Database
Another naked expression of ICANN’s control over information online stems from the data being
collected by registrars during the registration process. When a domain name is registered, the
registrar must record the domain name along with the registrant’s personal contact information, such
as name, address, phone number, and e-mail address in their registrar database. This practice is
system-wide for all registrars registering gTLDs. NSI then correlates the information held by the
various registrars into a registry level database, known as the WHOIS. When NSI obtains
information on new registrations, unique handles are assigned to them. The WHOIS service provides
a means by which to search the domain name and handle fields.[65] For transparency reasons this
database is in the public domain and current practice dictates that there is no way to prevent the
information contained therein from being displayed.[66] When the WHOIS database is searched it
will return information on the owner, the administrator, the technical contacts, and the name servers
for a registered name. It may also indicate which registrar registered the domain name and the date
on which it was registered and/or renewed. If a WHOIS search returns with an answer like ‘record
not found’, this usually means that the name has not yet been registered, but since the information is
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not updated in real time, such a reply is never one hundred per cent accurate.
Without a doubt the WHOIS database is a crucial tool for law enforcement bodies, panellists
applying the UDRP rules, owners of Intellectual Property (IP), domain holders themselves and by
the average Internet user who may wish to either check the availability of a domain name or validate
a holder for consumer purposes. However, this mechanism can be easily misused by those who wish
to send unsolicited commercial e-mails or commit crimes such as stalking. Primarily problems stem
from the fact that domain name registrants are making their personal data available to anyone
searching the WHOIS database, which effectively leads to registrants renouncing any data protection
rights they may have and making their personal data available for all to see. This quandary is
particularly pertinent for individual registrants, and above all EU/EEA citizens covered by the strict
Data Protection Directive.[67] Thus, whilst the WHOIS database is a good tool for checking the
particulars of a domain name holder, the point is should such information be accessible and if so, to
whom should it be accessible? Such a query becomes even more relevant when it is considered that
very often domain name registrants do not realise that the information they supply is made available
to the public in a searchable database.
A particular example of this loss of privacy rights for EU/EEA citizens relates to the transfer of
registrant’s personal information to NSI in order to update the WHOIS. NSI operates within the
boundaries of the less demanding US data protection legislative framework, and as such EU data
subjects are supposed to give there consent to such a transfer, but regrettably registrants are not
given the opportunity to consent. As the UK government has indicated where there is no real choice
in the matter consent is unlikely to be valid.[68] Furthermore, consent must be freely given in that
the individual must be able to decline without suffering any consequences, which is clearly not the
case here since to get a domain name a registrant must agree to give up their personal information.
However, it may be possible for the WHOIS database to fall under one of the exemptions, for
instance, Article 26 (3), which allows derogations where the processing is necessary for the
performance of a contract or in order to enter into a contract requested by the data subject.[69]
Nonetheless, the right to privacy is still valid even for those who start out with minimal privacy
protection.
Ultimately, where an individual operates a website for purely personal purposes then they deserve to
be shielded from the possibility that their data will be misused. Realistically though, only a few
websites will meet the ideal of a personal endeavour. Additionally, it can be difficult for a registrar
to pre-determine which sites are personal and which are not. Certainly, a lot depends on the
information supplied by the registrant; and where a registrant is found to be dishonest their rights to
the domain name will be lost. The fact remains however that some information should not be open to
the public. Unfortunately though, by revealing personal information through the WHOIS individuals
are availing themselves to direct marketers and such like. What is more, depending on the content of
the website, information on the registrant’s sexual life, religious beliefs or trade union membership
may be revealed indirectly. As a result the WHOIS database significantly hampers the individual’s
ability to be ‘a dog’ in cyberspace.
As regards web sites that are e-commerce based, it is much easier to determine how much
information should be available as why should a company have a right to keep their place of
business a secret? A company must be easily accessible by everybody in order to become known and
establish trust. Thus, websites conducting e-commerce should have little influence in respect of how
their information is controlled.[70] Such an approach is epitomised in the Distance Selling and the Ecommerce Directives that apply throughout the EU/EEA, whereby businesses are required to publish
their contact details under certain circumstances and in certain manners.[71]
Article 4 of the Distance Selling Directive, for example, states that prior to the conclusion of any
distance selling contract that the supplier must furnish the consumer with their identity and were
payment is requested in advance their address. Similarly Article 5 the E-commerce Directive states
that service providers must ensure that their name and geographic and email addresses are easily and

http://www.bileta.ac.uk/03papers/schiavetta.html

31/03/2005

BILETA 2003, ICANN's Role in Controlling Information on the Internet

Page 11 of 16

permanently accessible. Accordingly the fact that the WHOIS database contains contact information
on businesses is irrelevant since they have to display it anyway if they intend to trade. Although
there is an argument that Article 4 of the Distance Selling Directive becomes superfluous since the
contact information of a business is available to consumers through the in the WHOIS database
whether or not they enter into a contract with them. However, when it is considered that the contact
details published by businesses in the WHOIS often belong to technical and support services, this
argument becomes largely redundant.
4.1 Reforming the WHOIS
In an effort to address privacy concerns ICANN established a WHOIS Task Force to analyse the
efficiency of the system. Recently a Final Report was issued entitled ‘Accuracy and Bulk Access’
which allowed a 10-day period for comment.[72] Implying that accuracy of WHOIS data supersedes
legitimate privacy interests, the Report failed to recommend appropriate privacy safeguards for
domain name registrants. Rather the Task Force decided to leave privacy concerns to a separate
report. Whilst this was disappointing it has been suggested that it may be a strategy to achieve
consensus on privacy-free aspects, as opposed to delaying agreement on everything as a result of an
absence of consensus on privacy issues.[73] Moreover, whereas privacy concerns are undoubtedly
very important, the accuracy of the data in the WHOIS is also a major issue since data must be
accurate for the system to be functional. Nevertheless, such an approach may lead to many legitimate
privacy issues being dealt with unsatisfactorily.
Even though the WHOIS is actively being discussed, the extent of change to the WHOIS is far from
clear at this point. Whereas, IP right holders are pushing for greater accuracy and the preservation of
the system as it is, non-trading individuals and various other commentators are demanding that
personal information be protected against misuse. Undoubtedly when attempting to meet the
requirement of transparency, the question of non-discrimination cannot be avoided. This does not
however mean that there are not ways to ensure that both requirements are satisfied, as the results
obtained after submitting a WHOIS query can easily be controlled. Instead of showing all the
information pertaining to domain name registrants, the results could simply reveal whether a domain
name exists, whether it is active and the name of the registrant. After that, if someone would like to
have more details this could be done via the registrar, with the enquirer having to give some
minimum identifiers in order to obtain the requested information. Nevertheless, this option would
require different (possibly more advanced, yet available and easily implemented) software and
network applications and the creation of a WHOIS Enquiry Services, which would more than likely
be quite costly.
Whilst it is likely that ICANN will develop a more balanced approach that adequately protects the
privacy of those listed in the WHOIS that still allows good access for bona fide WHOIS users, it
may be sometime before this is achieved. Advantageously things may move quicker now that the
new President of ICANN (and founder of PrivacySolutions) Paul Twomey is very interested in
privacy rights.
4.2 Nominet and the WHOIS
Is a similar way to gTLD registries, every ccTLD registry must keep records of those registering
domain names with them, although ccTLD regstries are not subject to any uniform rules as regards
what information must be compiled. Various ccTLD registries have found solutions to the problems
that face ICANN, for instance some do not make their databases available for search, but merely tell
you whether or not the domain name is available and others simply refuse to allow private persons to
register domain names. The most interesting approach is that of Nominet who recently amended the
rules in respect of what information is recorded in its WHOIS database. Originally it planned to
expand the information accessed and returned to: the registrant’s name, address, the name of the
registration agent, the address of the registration agent, the date of registration, the last time the
registration was updated, the date it is due to be renewed and the name server information, but this
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was not met by support from the Internet community. Consequently the proposal was modified so
that it would only be compulsory for those classed as businesses to show their address. Non-trading
individuals would thus be able to opt-out of publishing such information via their ISP or registration
agent.
The changes took place in two phases, with the first phase beginning on the October 1st 2002 and the
second on December 1st 2002. The first phase involved all the required fields going live, apart from
the address details of non-trading individuals. The second phase consisted of the address details of
all those domain name holders either registering or renewing a domain name being included in the
WHOIS. As a part of this phase all non-trading individuals had the ability to opt out. Ordering the
changes in this way allowed the address details for existing non-trading domain name holders to be
left out until the month in which their domain name was due to be renewed. Where a non-trading
domain name holder has opted out the address field will read: “[T]his individual has chosen to optout of the WHOIS. Contact via Agent”.[74] In order to be classed as a non-trading individual the
domain name must not be used for any business activity. In line with UK legislation that implements
the Distance Selling and E-commerce Directives, there will be no opt-out for domain names that are
classified as businesses.[75]
4.3 Nominet v. ICANN
It is suggested therefore that if Nominet can manage to implement two different systems for trading
and non-trading domain name holders then so can ICANN. Indeed Nominet’s system seems to be the
most balanced approach, as it allows individuals to retain their privacy whilst guaranteeing that IP
right holders, consumers, etc have the means to make contact with and explore the information held
on domain name holders. As Karl Auerbach has observed, ICANN’s current position in respect of
the WHOIS database is nothing more than a repudiation of the idea of personal privacy. Whilst
individuals who believe that their rights have transgressed, including IP right holders, should have
the ability to prove that their rights have indeed been violated, the access rights of those alleging
infringement should also be limited to looking at information pertaining to those accused.
Furthermore guarantees should be established that ensure that the information being analysed is not
used for purposes other than the inquiry. An aspect of this may require those making the allegations
to leave trustworthy records of their identity and of the nature of the data they examined so that those
being examined also have the ability to right a wrong.[76]

5. Conclusion
The question of who controls the Internet is directly related to the question who wants to control the
Internet. From the moment that the Internet was opened up to commercial activity many different
groups wanted to dominate, such as users, communication companies, ISPs, and governments. Of
them all the most objected to was government intervention, yet it is governments that have managed
to exert the most control. In particular the US Government has a substantial power over the Internet
given that it has the ultimate authority over the DNS and above all the root zone. To overcome this
US control ICANN was established to act as the Internet’s manager, but as of yet the US
Government still has the last word authority and hence the power to influence ICANN’s actions;
although other governments are increasingly making head way to infiltrate this.
Hopefully ICANN will eventually become autonomous from the US Government and all
governments will be placed on a level playing field which allows them to contribute to the
management of the DNS equally. Likewise the numerous other stakeholders should also have a
greater role in the decision making processes of ICANN. Ultimately, ICANN can be a very
successful medium for organising the Internet for the benefit of all but only if there is equal public
and private participation. If this occurs ICANN’s role as the Internet’s Government will be more
defined, and as such it will be able to operate more efficiently.
Despite a lack of autonomy in the interim, ICANN has a significant amount of responsibility and
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has, as a result, managed to initiate a great deal of control over the ‘inhabitants’ of cyberspace.
Hitherto, this control has proliferated through the UDRP and its operation, as well as the
organisation of the WHOIS database. Whereas ICANN may not directly implement the controls
itself, they are operated on behalf of ICANN nonetheless and accordingly ICANN wields a lot of
power subtly, some might even say shrewdly.
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