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Intellectual property is an extraordinary complex subject. We are almost clueless about how to
handle digital ... works and digital fair use. In a digital world, the bits are endlessly copyable,
infinitely malleable, and they never go out of print. Millions of people can simultaneously read any
digital document - and they can also steal it.
Nicholas Negroponte, `A Bill of Writes', Wired 3.05
It is difficult for intellectual property laws to keep pace with technology. When technological
advances cause ambiguity in the law, courts rely on the law's purposes to resolve that ambiguity.
However, when technology gets too far ahead of the law, and it becomes difficult and awkward to
apply the old principles, it is time for re-evaluation and change.

Working Group on Intellectual Property Rights (Information Infrastructure Task
Force), Intellectual Property and the National Information Infrastructure
(Preliminary Draft, July 1, 1994)

Abstract
The interaction of copyright and the Internet technologies have resulted in several problems
(technological, sociological and legal) that require immediate action. The international nature of
cyberspace calls for a cross-jurisdictional approach for the problems to be effectively dealt with.
Analysing the emerging problems and their nature from such a point of view makes the identification
of possible solutions easier.

Introduction
Copyright is a branch of the generic system of Intellectual Property law.[1] The latter protects
applications or expressions of ideas and information, as well as subject matters, which have
commercial value by conferring monopolistic exclusionary rights in the marketplace. Intellectual
property evolves in response to technological change and the rights it awards are usually dealt with
by broad analogy to property rights in tangible moveables.
Copyright, in particular, awards long-lasting rights[2] in original literary, dramatic, artistic, and
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musical creations,[3] stored in tangible media, by prohibiting certain types of conduct when pursued
without the right-owner's consent, like, for example, copying, distributing copies to the public, etc.
The technological advances of the last thirty years have seen intellectual property, and copyright in
particular, to be in demand as never before. Those who undertake research or create works of
learning, culture, entertainment and information, etc. all need legal protection against those who
would try to appropriate their skills and intellectual labour. Copyright is considered an indispensable
way of sustaining the value of this labour, or, in some cases, the creators' investment in what is
theirs. This applies to creations varying from arts and writing, to computing or telecommunications.
The purpose of this paper is to pinpoint and briefly analyse some of the major problems arising from
the interaction of copyright law and the Internet technologies. The paper attempts to offer a crossjurisdictional[4] approach, thus recognising the international dimension of the Internet, and proposes
possible solutions that can be implemented internationally, and not only within a specific
jurisdiction.

Copyright the Internet - Vacuum of rules?
One of the most significant legal questions surrounding the emerging Internet technologies is,
admittedly, how copyright (and intellectual property in general) applies when unimaginably vast
amounts of information can be digitally stored, copied and transmitted, cheaply and speedily.[5] For
many, we have entered a new era where copyright protection is still necessary, but its enforcement is
may no longer be effective, or, even, possible.[6]
Copyright is a by-product of the Gutenberg press,[7] created originally for the protection of printed
materials[8] and amended in the last hundred years to include photographs, films, sound recordings,
broadcasts and cable programmes. In the 20th century, copyright regimes had to adapt, in order to
offer sufficient protection against the challenges created by the emerging copying technology.
However, whereas most technologies (e.g. camcorders, video recorders, etc.) would simply make
copyright protection more difficult, digital computers managed to alter the fundamental concepts
behind copyright.[9] Especially when combined with telecommunications networks, they pose
`issues completely at odds with copyright traditions based on the printing press of 400 years
ago.'[10]
This is because advances in computer technology have made copying extremely easy, fast,
undetectable, cheap, and, most importantly, of the same quality as the original.[11] Furthermore,
Internet and cyberspace[12] add another angle to this multilevel problem, since the very way in
which the Internet works is, according to the traditional notion of copyright, an outright
infringement.
The perspective from which the copyright - cyberspace interaction is viewed by lawyers, jurists and
cyberspace theoreticians has resulted in the creation of several different trends that can be broadly
categorised as follows:[13]
I. Copyright Radicalism is a trend created by Internet users for Internet users. Despite being
advocated by many prominent `netizen' figures,[14] and communication theoreticians,[15] it cannot
be considered a uniform theory. Its main characteristic is the belief that copyright law has become
less important[16] in the age of electronic networks, and that regulation by utilising alternate
methods, e.g. ethics, various profit-making methods, encryption, etc., will eventually prevail.
II. Copyright Revisionism stands for the revision and amendment of existing copyright law rather
than its substitution with different methods of control. Its supporters[17] (who mostly have a legal
background) believe that copyright law should be thoroughly revised, in order not only to adapt to
the challenges offered by the new technologies, but also to serve the general public's right for
information access and dissemination.[18] Furthermore, they argue that the name `copyright' may no
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longer convey the content of the owner's rights and should be substituted with other more
appropriate terms.[19]
III. Copyright Traditionalism is perhaps the less popular of these trends. The major concept
behind it is that although copyright issues can be pervasive in cyberspace, it is premature to conclude
that traditional copyright law is unable to deal effectively with them.[20] Existing law requires only
some `fine tuning', in order to retain its efficacy in the face of new technologies. Those that believe
that copyright law will survive without difficulty in cyberspace rely on the historical precedent of
copyright dealing with new technologies, such as films or satellite programmes.[21]
IV. Copyright Maximalism[22] seems at first glance a stronger version of Copyright
Traditionalism, but the truth is that its approach is far more dynamic than the latter's. Instead of
regarding the existing regime as sufficient, copyright maximalists favour tight copyright control over
all uses of digital copyrighted works, even despite special characteristics of the Internet that may
require serious adjustments.[23] The most common of their arguments is that intellectual property
creators will be reluctant to produce works for the electronic environment, unless they are made feel
that their interests are adequately protected on-line. The best perhaps example of maximalist thinking
is the U.S. Government's White Paper[24] where an extensive list of copyright protection measures
is described in detail.[25]

Outlining the Major Problems
At first glance, most major problems of copyright in cyberspace seem to fall under one of the
following categories:
a) Users' attitude towards materials found on the Internet;
b) Characteristics of the Internet as an inherently technological environment and technical
specification of its tools; and
 c) Problems of jurisdiction.



a) Users' attitude towards materials found on the Internet
Until now, the use of the Internet was associated with free information access and sharing.[26] This
might have not been a problem at the emergence of the Internet, when the number of users was
relatively small and they mostly originated from the academic community. Nowadays though, due to
an increasing interest in the Internet caused by extensive publicity, more and more people from
different segments of society connect to this global system, and use it for information retrieval and
distribution, communication, and interaction. These new users do not feel bound by academic
standards, or the set of rules (known as `Netiquette')[27] that previously governed users' conduct in
cyberspace. Moreover, due to a general lack of public awareness of intellectual property rights,[28]
for most of them, anything found on the Internet is public domain material (and thus, `fair game').
The fact that it might have a copyright notice attached to it is considered of no consequence, since its
presence on the Net is regarded as a termination of the copyright protection it might have enjoyed
before.
As such a public domain material, it is quoted without attribution,[29] reproduced without
permission, or presented as one's own.[30] The problem of improper use of copyright - protected
materials is further amplified by the incredible ease with which World Wide Web pages can be
created, and which allows virtually anyone to become a web publisher.[31]

b) Characteristics of the Internet as an inherently technological environment and technical
specification of its tools
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New technologies create new types of situations, which pre-existing law could not have predicted,
and, therefore, cannot effectively control. Take, for example, several purely technical issues arising
from the very existence of the Internet, or its most popular tool, the World Wide Web.[32] The major
problem among them is called `caching,'[33] and is an integral part of Internet's modus operandi.
Copyright is the exclusive right of the author to control copying of his or her original works. The
Internet, on the other hand, operates on a ubiquitous `copying and transmitting fashion,' i.e.
information is accessed by duplicating data stored in binary files before sending it across the globe.
[34] Although `cached' copies are purely transitory and will be discarded as soon as the computer
used is shut down, it has not been so far clarified decisively,[35] whether file-caching could be
regarded as legitimate use (`fair dealing'[36] or `fair use') of the material. To put it as simply as
possible, the question copyright law will have to clarify, in order to survive on the Internet, is
whether browsing is analogous to photocopying or scanning into a computer's memory an entire
book or can be considered similar to bookstore or news-stand browsing.[37] In fact, in the context of
contemporary U.K. copyright law, temporary storage of a copyrighted work in a computer's RAM
memory is prima facie an infringing reproduction, therefore browsing could also be, despite the fact
that without a transient copy there is no access to on-line information.
Only the EC Green Paper on Copyright and the 1997 Proposal for a Directive[38] take a different
approach, by considering it `fair dealing.'[39] This is merely one piece of evidence that clearly shows
how inappropriate the current interpretation of copyright law is, and the paradox that is created in the
process of applying pre-existing law to modern technology.
To make things even worse, the most popular of Internet tools, the World Wide Web (or the Web, as
Internet users affectionately call it), operates on an associational browsing mode (`(hyper)linking').
This means that user navigation is non-linear and is achieved by means of cross-referenced links[40]
to associated items of information.[41] Furthermore, the World Wide Web, which is officially
described as a wide-area hypermedia information retrieval system based on the client/server model,
is, unlike the rest of the Internet tools, a hypermedia system.[42] As such, it is capable of handling
documents with embedded hypertextual navigation links, non-textual forms of data (`multimedia'),
such as sound, images, movies, etc., as well as information available via other Internet tools, e.g.
Gopher or ftp. This characteristic makes the World Wide Web not only the most popular Internet
tool, but also the one with the most potential. Moreover, when combined with its user-friendly
graphical interface, which allows even the most ignorant of users to access any resource easily, it
further amplifies the danger that the World Wide Web poses to intellectual property.
The past couple of years have witnessed claims that hypertextual navigation links infringe copyright
[43] and that they should not be permitted. All around the world (from Scotland to New Zealand,)
[44] similar cases are brought before the courts, that, most of the times, are at loss how to deal with
this kind of situation. The problem is probably one of understanding (or misunderstanding) of what a
hypertext link is. Given the ease, with which material is retrieved through links, a lot of people
conflate them with content. In reality, a link is no more than a URL address for the end user's web
browser. Therefore, a link by itself cannot violate any site owner's rights, because it does not stake
any ownership claims on the material on behalf of the person making the link. URL addresses, much
like normal addresses, are statements of location, i.e. mere facts not copyrightable under the U.K.
Copyright, Designs and Patents Act 1988 (CDPA) or any other copyright legislation or case law[45]
for that matter.[46] Outlawing the navigational links could potentially lead to the end of the World
Wide Web as we know it, since surfing on the Internet would become an arcane knowledge to be
found only among the computer-literate. As it has been pointed out,[47] `linking is permissible
because otherwise the web would end'.
In fact, it has been argued that by placing their materials on the Internet, copyright owners are
granting `implied licences' to the rest of the users to link to this information.[48] The rationale for
that is based on the nature of the Internet itself as a meta-network, i.e. the network of networks,
which requires guidance by pointers for users to locate the vast amounts of information stored on it.
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[49] Linking is custom and practice, and the reason for the World Wide Web's success. So, there is,
more or less, an implied licence for linking,[50] unless the site owner has expressly stated an
objection. However, when in doubt, Netiquette offers a solution: e-mail a request to the owner of the
site for permission to link.
A well-known case involving World Wide Web links is the Scottish case of Shetland Times v Dr.
Jonathan Wills and ZetNews Ltd. The facts of the case are quite straightforward: Both parties offer
Internet-based news services. In October 1996, Shetland News (the defendants) used headlines of
Shetland Times stories as links to the latter. The judge granted a temporary ban of links, and, finally,
the parties settled out of court. At that time, the case received a lot of publicity as being the `end of
links and the World Wide Web', but in reality, there was nothing in the preliminary decision
suggesting that hyperlinks infringe copyright.[51]
A problem closely related to hypertextual links is `inlining.'[52] Inlining is a technique, which
enables creators of web pages to embed content (e.g. text, or images) by including a reference[53] to
the URL location of the material. No cache copy of the inlined material is made on the host server,
since it is retrieved every time from the original source, yet many information providers feel
threatened by this practice, because the inlined content appears as integral part of the page,[54] to
which it is inlined. So far, there has been only one dispute arising from inlining. It involved the
comic strip `Dilbert' and has settled out of court with removal of the materials involved.[55]
`Framing' is another common practice on the World Wide Web that has become a source of
controversy.[56] Conceived in early 1996 by Netscape Communications Corporation as a proprietary
feature of their web browser, the <FRAME> tag allows the viewer screen to split into multiple
scrollable sections (`frames') that operate as independent windows containing text, graphics,
multimedia, or other frames. Quite frequently, frames are used for the creation of static windows
presenting elements, such as title graphics, tables of content, and control bars, which users always
see when visiting a particular web site. Unlike links or inlining, frames permit the incorporation of
entire remote sites without ever leaving the linking site. In this way, site owners can incorporate web
sites (in part or as a whole) produced by third parties and surround and juxtapose them with their
own logos, advertisements, and materials, while the URL address shown remains that of their own
(framing) site.[57]
It is evident that end users may be easily misled to believe that all material on screen originates from
the same server. Only site owners themselves can ensure that there is no confusion as to the
ownership of the materials presented within the frame. Furthermore, it is arguable whether framing
can be covered by the scope of the implied licence for linking, since it does not take the end user to
the web site, but rather brings the site to the user through another (framing) site, thereby altering his
or her perception of the material.[58]
There have been many framing cases, but the one that attracted much legal discussion was
Washington Post Co. v. Total News,[59] a case, which, again, settled out of court. Total News is a
site featuring a long list of links to web sites of international news organisations, surrounded by
advertisements. The site operates through a frame system that allows the users to activate a link from
the list and view its contents within a frame. Washington Post and five other media giants (i.e. Time
Inc., Dow Jones, etc.) sued[60] Total News for copyright and trademark infringement arising from
linking without permission and displaying their web site within frames. As part of the settlement,
Total News received a licence to link but not frame any of the plaintiffs' web sites in the future. This
is the first time an explicit licence is required for linking.
c) Problems of jurisdiction[61]
Another major issue when dealing with intellectual property on the Internet is jurisdiction. Until
now, intellectual property has been protected by national legislation confined within the territorial
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borders of states. International protection is granted through the implementation of international
treaties, like the Berne Convention for the Protection of Literary and Artistic Works[62] (1886), the
Universal Copyright Convention (UCC)[63] (1952 and 1971), the WIPO[64] treaties (the last[65]
being that of Geneva on Dec. 20, 1996), or TRIPS (Trade Related aspects of Intellectual Property
rights). Basically, the aim of these treaties is the synchronisation of different territorial laws on
copyright and intellectual property to lessen inconsistency in protection, by laying down some
minimum standards. The signatory states undertake to enforce the articles of the treaties and secure
copyright protection for the works of non-citizens, as long as the author has a personal connection
with a member - state or his/her work is first published there. Subsequently, these treaties are binding
only for the signatory states.
Cyberspace, on the other hand, has no geographical boundaries, being merely an abstract notion
serving as conceptualisation of the Internet.[66] Information and data are transmitted across state
borders at incredible speeds. Bonds to geographical jurisdiction are fragmented, if non-existent, and
questions as to where copyright infringements occur arise. The following example by Oberding and
Norderhaug[67] is characteristic of the situations created by on-line infringement: A company in
Norway puts up a web site on a server in Singapore with Disney's copyrighted images and the
images are downloaded, cached, browsed, copied, etc. in many countries all over the globe. Whom
would the copyright owner pursue? What law(s) would apply?[68] Which state has jurisdiction: the
one, in which the infringing company is based, or the state where the infringed images are stored on
a server, or the one where the infringed files are accessed from, and so on.[69] According to private
international law, all involved states have equally the right to claim jurisdiction based on lex loci
delicti, or lex fori, or lex domicilii, etc. However, since there are no borders in cyberspace, the
infringement would eventually become a delict in transit.
The disjunction between the territoriality of legal disputes and the ubiquity of cyberspace has led to
several proposals concerning the creation of a separate jurisdiction for cyberspace
(`cyberjurisdiction'). The basic argument against cyberjurisdiction is that computer network
transmissions have no distinguishing characteristics warranting different treatment from satellite,
broadcast, fax, or telephone transmissions. Any activity on the Internet takes place neither in outer
space nor in a parallel, virtual universe; therefore, it should not be outside the jurisdiction of the
states from which it originates or to which it is sent.[70] On the other hand, and despite the fact that
the mentioned arguments have some merit, most of the time, it is difficult to identify the territorial
states from which the computer network transmissions originated or the states to which they are sent.
Recognising cyberspace as a distinct place with cyber-specific substantive laws (`cyberlaw') would
simplify some of the arising matters, and cyberlaw would account for some of the special
characteristics of cyberspace.[71] Nevertheless, nobody has so far suggested a method of
establishing such a cyber forum, or creating and enforcing cyberlaw. Related problems that need to
be addressed include lack of consensus among the Internet users (`netizens'), absence of a centralised
law-making authority, etc. Furthermore, the `duality' of the resulting system, where every country
will have two sovereigns governing different areas of law, would create vast grey areas between
them that could render the proposal ineffective.

Conclusions and Proposals
This paper offers many questions, and in turn very few answers. Internet is an unprecedented form of
communication, from which new types of institutions, behaviour and relationships emerge. Existing
law-making processes work too slowly to deal effectively with this totally different environment.
The copyright's inability to adapt to these new situations can impede seriously any progress towards
a new more efficacious model of regulation. In fact, a step towards the right direction is identifying
the problems.
First of all, we need to recognise that copyright law is essentially an artefact of the 18th and the 19th
century, intended for specific types of works. Digital works are an entirely different category, both
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conceptually and technically. Whether we approach this matter from a progressive or conservative
point of view, the bottom line should be that there is an urgent need for copyright law to be able to
deal with the new challenges posed by Internet technology.
Any attempt to map traditional notions of copying and copyright infringement onto cyberspace
transactions should be done with extreme caution; otherwise, it will certainly produce dubious
results. Take, for instance, `caching.' The creation of temporary copies is an inherent technical
characteristic of the design of the Internet and the World Wide Web, and, therefore, necessary for
their appropriate function. Thus, expecting the Internet technology to conform to the restrictions of
pre-existing copyright law would only impede technical design. In fact, it would be much more
easier, if the law would adapt,[72] by either considering these transient copies created purely for the
system's operation as `fair dealing' (as it, in fact, proposed by the EC Green Paper)[73] or by creating
a `privilege'[74] for them, and thus legitimise them. Inlining and frames can also become legitimate,
through specification of their acceptable uses.
Furthermore, technology can provide several alternative methods of ensuring revenue for copyright
owners in cyberspace.[75] One of these methods is employing electronic copyright management
systems (ECMS).[76] Although there are several legal issues associated with their use,[77] they are
much more preferable to encryption, since they can be set up to allow viewing and reading for free,
but exact a fee for permanent storage and downloading, if these cannot be covered by `fair dealing.'
Closely related to the ECMS is `Transcopyright,'[78] a notion developed by Ted Nelson in
conjunction with his project `Xanadu.' Xanadu publishing is a long-standing proposal for a new
literary medium (very much like the World Wide Web) that would preserve integrity, copyright and
royalty for digital works, and yet allow everyone to reuse already existing materials. This project has
been going on for several decades, but until now Xanadu has not been realised, so we cannot really
comment on its feasibility, or its success.
New international treaties should deal with the problem of effective protection of digital works in
cyberspace and come up with mechanisms that will allow all problems, jurisdictional and technical
alike, to be solved. The EC Green Paper[79] recognises the restricted territorial scope of domestic
copyright law, and, subsequently, identifies the need for a coherent regulatory framework, not only
at a (member - state) national and community level, but also at an international level.[80] Even
before the presentation of the Green Paper in 1995, but even more after that, the European Union has
produced several directives aiming at the harmonisation of legislation in all member-states in the
field of intellectual property[81] among others. For the European Union, this initiative[82] may
result to a leading role in the international harmonisation of copyright legislation, since EU
legislation has an overall impact, not only on its member - states, but also on the rest of the European
countries that aspire to join it. In effect, one could argue that EU legislation on harmonisation is
legislation for all Europe. This fact can definitely elevate the European Union to a position to
challenge U.S. influence on the drafting and implementation of international treaties on copyright,
especially when `caching' is considered `fair dealing' by the Union.
Jurisdictional problems can be tackled on an international level by either creating a special
international court for on-line disputes arising from intellectual property infringements, or by
introducing an international advisory and arbitration organisation that will assist national courts in
dealing with them. A potential model upon which this international court or organisation can be
mapped is the `Virtual Magistrate Pilot Project'[83] of the Cyberspace Law Institute (CLI), a new online tribunal not bound by territorial borders. The project is carried out by eight `magistrates' (usually
with an in-depth knowledge of technical as well as legal matters) who conduct arbitration via e-mail
and publish their decisions on the institute's web site. The decisions cannot award damages, only
injunction - type remedies; nevertheless, they are issued much faster than any decision of a national
court. So far, the magistrates have only dealt with e-mail disputes, but it may not be too long before
they will have to arbitrate intellectual property cases.
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Some level of accountability for Internet service providers (ISPs) and/or system administrators
(`sysadmins') may be necessary for alleviating the ubiquitous copyright infringements by users;
nevertheless, any criminal liability should exist only for their own possibly infringing behaviour.
Their tasks should be aiming at protecting the functional operation of the system without undertaking
the role of policing content. This can be achieved by strict definition of all acceptable Internet uses
[84] as well as by informing their subscribers about copyright law, the consequences of
infringements, and the sanctions imposed by the service providers themselves to users who violate
copyright, or any other law.
Defining the meaning of copyright law on the Internet will become a serious task for both courts and
legislators in the next few years. A change of perspective may be in order for a redefinition that will
be flexible and suitable for tackling the difficult problems arising from digital technology. Until now,
we have been examining digital technology from the perspective of copyright law, i.e. with a
mechanistic approach, and always trying to make technology fit the existing constructions of
copyright law. From now on, we may have to critically examine copyright law from the perspective
of digital technology[85] and the new meaning it gives to creation and dissemination of information.
The debate over the future of copyright law should regard digital technology as a challenge, and not
as a threat to the rights of copyright owners. After all, what digital technology can take away, it can
also restore, and it most definitely can introduce other, perhaps more effective, means of ensuring
protection for copyrighted works on-line. Continuous use of the conceptual framework of copyright
law may shift attention from the interests at stake. The rights of copyright owners are an important
component of the copyright equation, but so are the rights of public for information dissemination,
freedom of expression and informational privacy.[86] The community of Internet users has its own
sets of interests and values that need to be examined thoroughly, before any decisions are made. It is
obvious that instead of leaving the courts to `fend for themselves' while trying to apply outdated
principles, the legislature should re-evaluate the interests of all those involved and legislate towards
a new more flexible copyright framework, suitable for the digital age. -
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